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1 Introduction

This report is submitted to the Election Assistance Commission (EAC) by iBeta Quality Assurance summarizing the
federal voting system certification testing of the Election System & Software (ES&S) Unity 3.2.0.0 voting system to
the Voting System Standards 2002 (VSS 2002).

The ES&S Unity 3.2.0.0 voting system has been suthmitted to
ESS0701 to the US Election Assistance Commission (EAC) for certification to the VSS 2002. This is an initial EAC
certification.

The Unity 3.2.0.0 is a paper-based voting system that includes the:
« Election management system election (EMS) preparation software: Election Data Manager, ES&S Ballot
Image Manager, Hardware Programming Manager, AutoMARK Information Management System
EMS audit software: Audit Manager and LogMonitor
Pre-vote hardware: Ballot-on-Demand COTSs printer
Polling place optical scanner hardware and firmware: Model DS200
Polling place ballot marker hardware and firmware: AutoMARK Voter Assist Terminal A100, AutoMARK
Voter Assist Terminal Model A200
e  Central count hardware and firmware: Model 650
e  Central count EMS software: Election Reporting Manager

The purpose of this document is to provide an overview of the certification testing and findings. The complete list of
the systems names, major subsystems, version numbers and any interfacing devices is contained detailed in
section 3 Voting System Identification. Additional details of the design, structure, and processing capabilities are
identified in the section 4 Voting System Overview.

Application #£ESS0701 originally identified SysTest Labs (SysTest) as the VSTL. Due to the suspension of SysTest
in the middle of various Unity certification efforts, ES&S was authorized by the EAC to transfer their application for
certification of the Unity 3.2.0.0 to iBeta. Unity 3.2.0.0 is a subset of paper ballot voting systems contained in the
Unity v.4.0.0.0 voting system. At the time of the suspension the Unity v.4.0.0.0 test plan was approved by the EAC
and a substantial amount of relevant testing had been successfully completed. ES&S petitioned the EAC to assess
the testing performed by SysTest for consideration of reuse. The EAC issued a letter to ES&S, 2-3-2009 Letter to
ESS Reuse of Testing Final, in which they outlined the conditions for the assessment of reuse process. This
process is outlined in the as run test plan which is contained in the attached Appendix H Amended Test Plan.

In the letter EAC approval to reuse portions of SysTest's testing of ES&S Unity 3.2.0.0 the EAC authorized the
reuse of the functional, accessibility, maintainability, accuracy, and reliability testing conducted for Unity 3.2.0.0
base upon the EAC technical reviewer's audit of all test plans, test methods, test cases, and test results related to
the scope of the Unity 3.2.0.0 test campaign. This included a review of a document created by SysTest that
summarized all related testing conducted for the scope of the Unity 3.2.0.0 with the test results. The EAC
concluded:

« All functional, accessibility, maintainability, accuracy, and reliability testing outlined in the approved
SysTest Unity 4.0 test plan is approved for reuse in the Unity 3.2.0.0 test campaign.

e As part of the remaining testing the EAC is tasking iBeta with testing and verifying that the Unity 3.2.0.0
system is in compliance with EACRFI2008-0 7 fi' 06 count to start the electio
reflected in the test plan being developed by iBeta for the Unity 3.2.0.0 system.

+ iBetais also tasked with testing and resolving the discrepancies listed by SysTest under the following
tests: GEN 027 Straight Party, GEN 03 7 Add Languages, and PR101 i Pick-a-Party tests.

In a subsequent conversation with the EAC this last bullet was clarified to the open functional discrepancies
identified in Table 5 of the as run test plan.

1.1 Unity 3.2.0.0 Physical & Functional Configuration Audit Scope

This certification test effort included a Physical Configuration Audit (PCA) and Functional Configuration Audit (FCA)
of the Unity 3.2.0.0 voting system. Due to the petition for reuse these tasks were performed by either SysTest or
iBeta Quality Assurance. Assessment of the SysTest test results was performed by either iBeta or the EAC
Technical Reviewers as stipulated in 2-3-2009 Letter to ESS Reuse of Testing Final.

The Physical Configuration Audit (PCA) performed by iBeta for Unity 3.2.0.0 incorporated a:
¢ PCA Document Review Assessment for reuse of the SysTest's review of the Unity v.4.0.0.0 Technical
Data Package (TDP);
e 3% PCA Source Code Review Assessment for reuse of the SysTest source code review of the Unity
v.4.0.0.0 source code review;
¢ Witnessed Build performed by SysTest from the source code they reviewed;
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e  Trusted Build performed by iBeta from the SysTest and iBeta reviewed source code; and
« Examination of the voting system configuration submitted to iBeta.

A Functional Configuration Audit (FCA) of the Unity 3.2.0.0 included an EAC review of the Unity v.4.0.0.0 testing
performed by SysTest to:

e The requirements of VSS 2002;

¢ The Unity v.4.0.0.0 specifications of the ES&S TDP; and

e  The voting system requirements of section 301 of the Help American Vote Act (HAVA).
For the balance of the FCA iBeta identified the scope of the Unity 3.2.0.0 volume, stress, error recovery, and
security requirements of the VSS 2002, in addition to a sampling of the requirements necessary to conduct a single
end-to-end system level functional regression test. iBeta:

e Developed a test plan;
Customize test cases;
Managed the system configurations;
Executed tests, and
Analyzed the test results for the iBeta executed tests.

Certification testing performed by iBeta complied with the requirements of VSS 2002, Volume 2 Test Standards.
The iBeta test record included test executions and reviews performed by iBeta. These test executions and reviews
included the record of requirements that were satisfactorily and unsatisfactorily completed, deficiencies noted,
reports to ES&S, software and manufacturing resolutions, validations of resolutions and documentation of
incorporation of resolutions into the voting system. Test records for work performed by SysTest were retained by
them. Materials were provided to the EAC and iBeta for the assessment of reuse.

iBeta Quality Assurance, a limited liability company, is located in Aurora, Colorado. The company is a full service
software testing laboratory providing Quality Assurance and Software Testing for the business and interactive
entertainment communities. iBeta Quality Assurance accreditations for the testing of voting systems to the federal
standards include

« National Voluntary Lab Accreditation Program (NVLAP) Voting System Test Lab (VSTL)

e Election Assistance Commission Voting Systems Test Lab (VSTL)

Testing was conducted at iBeta Quality Assurance in Aurora, Colorado, SysTest Labs in Denver, Colorado and
various SysTest subcontractor non-core hardware environmental test labs. Non-core hardware environmental
testing is outside SysTest's test accreditation scope as a VSTL. SysTest's methods for validating the qualifications
of the subcontractor laboratories was provided to the EAC and considered in their decision to permit reuse of the
non-core environmental testing. SysTest conducted the non-core safety and hardware environmental assessments
and testing with the following subcontractors:

¢ Compliance Technology Services 1820 Skyway Drive Unit J, Longmont, Colorado 80504
Components Reliability & Safety 1955 West 153rd Place, Broomfield, CO 80020
Criterion Technology 1350 Tolland Road, P.O. Box 489, Rollinsville, CO 80474
Nebraska Center for Excellence in Electronics (NCEE) 4740 Discovery Dr., Lincoln, NE 68521
Percept Technology Labs 4735 Walnut St. #E, Boulder, CO 80301
Sun Advanced Product Testing (APT) 1601 Dry Creek Drive Suite 2000, Longmont, CO 80503

¢ Woyle Laboratories, 7800 Highway 20 West, Huntsville, AL, 35806
Supplemental Hardware environmental testing for ECOs 829 and 834 were subcontracted by iBeta to Criterion
Technology.

1.2 Unity 3.2.0.0 Exclusions:

The following identifies the exclusions of the Unity 3.2.0.0 voting system. As identified in the VSS2002 vol.1 section
4.1.2, software is excluded if it:

e Provides no support of voting system capabilities;

« Cannot function while voting system functionality is enabled; and

e Procedures are provided that confirm software has been removed, disconnected or switched.

1.2.1 Unity v.4.0.0.0 Scope Excluded from Unity 3.2.0.0
The Unity 4.0.0.0 items identified as exclusions are not contained in the Unity 3.2.0.0 system submitted for
Certification under EAC Application # ESS0701.

e Hardware including related software/firmware and peripherals: Automated Bar Code Reader (ABCR),
iVotronic DRE Precinct Tabulator, Model 100 Precinct Ballot Counter, the DS200 modem kit, and the
M650 configured with a network card;

EMS Software: Data Acquisition Manager and iVotronic Ballot Image Manager; and

System functionality and maintenance: DRE, VVPAT

Network functionality: Network data transmission for remote transmission of votes or consolidated results
Language accessibility other than English and Spanish.
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In an email dated October 15, 2008 the EAC granted permission for ES&S to reuse the Unity v.4.0.0.0 TDP if the
documents bore a disclaimer outlining the uncertified functionality that was not part of the Unity 3.2.0.0 certification.
As such the review of the document content related to the uncertified Unity v.4.0.0.0 functionality was excluded
from this review.

In receiving the source code, documents and test artifacts from SysTest, iBeta determined if the material was in or
out of the Unity 3.2.0.0 test scope. Items determined to be out of scope were stored without further examination.
No out of scope hardware was received.

1.2.2 Unity 3.2.0.0 Other Exclusions

The following functions are excluded from Unity 3.2.0.0 voting system and are not tested in this certification effort.

Provisional ballots: The handling of provisional ballots is procedural. There is no provisional ballot
functionality.

Transmission via Public Telecommunications: There is no transmission via public telecommunications.
The DS200 modem is removed from this certification.

Use of Wireless Communications : There is no use of wireless communications

Shared Operating Environment: Unity 3.2.0.0 does not share an environment with other data processing
functions.

Enhanced AutoCast: This AutoMARK functionality requires both PEB v.1.70 and Auto MARK FW v.1.4.
That version of AutoMARK firmware is not supported in Unity 3.2.0.0.

The hardware environment for the election management system is limited to stand alone PCs. The
election preparation, central count tally and reporting functions do not communicated via a Local Area
Network or other network connection in Unity 3.2.0.0.

There is no provision for the broadcasting of results.

Any activities in these areas are limited to documentation that the functions are not applicable to this voting system.

1.3

The documents identified below are iBeta internal documents used in certification testing

Internal Documentation

Table 1 Internal Documents

Version # Title Abbreviation Author (Org.)
v.07 Voting Certification Master MSA contract 11/15/08 iBeta Quality Assurance
Services Agreement-
Election Systems & Software
Rev 02 Statement of Work No. 02 SOW 2-02 iBeta Quality Assurance
Commencement Phase:
Assessment for Reuse and
Reporting
Rev 01 Statement of Work No. 03 SOW 3-01 iBeta Quality Assurance
Maximum Reuse Project
Estimate
iBeta | VSTL Procedures
v.2.1 Voting Deliverable Receipt 9/19/08 iBeta Quality Assurance
Procedure
v.1.0 PCA Source Code Review 11/13/06 iBeta Quality Assurance
Procedure
v.4.0 C and C++ Review Criteria 11/17/08 iBeta Quality Assurance
v.1.0 Z80 Assembler Review 10/19/07 iBeta Quality Assurance
Criteria
v.2.0 SQL Server Review Criteria 6/19/07 iBeta Quality Assurance
v.0.1 COBOL Review Criteria 12/4/08 iBeta Quality Assurance
v.2.0 Visual Basic Review Criteria 6/19/07 iBeta Quality Assurance
v.1.0 Witness Build Procedure 4/18/08 iBeta Quality Assurance
v.2.0 Trusted Build Procedure 1/23/09 iBeta Quality Assurance
v.4.0 Test Case Preparation 5/23/08 iBeta Quality Assurance
and Execution Procedure
v.4.0 VSTL Test Planning 5/23/08 iBeta Quality Assurance
Procedure
v.4.0 VSTL Certification Report 4/24/09 iBeta Quality Assurance
Procedure
iBeta | Project Documents
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Version # Abbreviation Author (Org.)
ESS Unity 3.2 Code and 6/24/09 iBeta Quality Assurance
Equipment Receipt
EO01 through E039 Equipment various iBeta Quality Assurance
Equipment Photos Images

ESS Source Code Review
results documents for the
applications

Various dates

iBeta letter to EAC on ES&S | 3% Source 1/16/09 iBeta Quality Assurance
Unity 3.2.0.0 source code Code Review

review Assessment

iBeta recommendation on PCA Document | 1/14/09 iBeta Quality Assurance
reuse of SysTest PCA Review

Document Review in ES&S Assessment

Unity 3.2.0.0 testing

Election Systems & Software 4/03/09 iBeta Quality Assurance
Unity 3.2.0.0 Voting System

VSTL Certification Test Plan

PCA Configuration- Unity 3.2 6/26/09 iBeta Quality Assurance
Reuse Environmental Test 2/15/09 iBeta Quality Assurance
Case -Unity 3.2

Reuse Characteristics Test 2/15/09 iBeta Quality Assurance
Case -Unity 3.2

FCA Volume 1 5/11/09 iBeta Quality Assurance
FCA Volume 2 6/29/09 iBeta Quality Assurance
FCA Volume 3 6/3/09 iBeta Quality Assurance
FCA Volume 4 4/16/09 iBeta Quality Assurance
FCA Volume 5 6/8/09 iBeta Quality Assurance
FCA Volume 6 6/17/09 iBeta Quality Assurance
FCA Volume 7 6/17/09 iBeta Quality Assurance
FCA Volume 8 6/17/09 iBeta Quality Assurance
FCA Volume 9 6/29/09 iBeta Quality Assurance
FCA Volume 10 5/12/09 iBeta Quality Assurance
FCA Security Review Unity 6/23/09 iBeta Quality Assurance
3.2

FCA Security Test - Unity 6/3/09 iBeta Quality Assurance
3.2 Windows Configuration

Test steps

Regression System Level 6/17/09 iBeta Quality Assurance
TC

ES&S Unity 3.2.0.0 EAC 3/6/09 iBeta Quality Assurance
Matrix

A200 Configuration 4/1/09 iBeta Quality Assurance
Inspection Results

Trace to Test Methods 3/20/09 iBeta Quality Assurance

1.4 External Documentation

The documents identified below are external resources used to in

Table 2 External Documents

Version
#

certification testing.

Abbreviation

Author (Org.)

Test Plan Approval Letter 4/7/09 EAC
Help America Vote Act HAVA 10/29/02 107"
Congress
NIST NVLAP Voting System Testing NIST 150 February NVLAP
Hdbk 150 2006
2006 Ed.
NIST NVLAP Voting System Testing NIST 150-22 December | NVLAP
Hdbk 2005
150-22
Federal Election Commission Voting System VSS April 2002 | Federal
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http://www.eac.gov/program-areas/voting-systems/docs/findings-of-ibeta-regarding-the-reuse-of-the-pca-document-review-conducted-by-systest-labs-from-the-unity-v-4-0-0-0-test-effort/attachment_download/file
http://www.eac.gov/files/voting_systems/Unity%203.2%20Test%20Plan%20v.2.0.pdf
http://www.eac.gov/files/voting_systems/Unity%203.2%20Test%20Plan%20v.2.0.pdf
http://www.eac.gov/files/voting_systems/Unity%203.2%20Test%20Plan%20v.2.0.pdf

Version
#

Standards

Abbreviation

EAC Certification # ESSUnity3200

Date

Author (Org.)

Election
Commission

v.1.0

Voting System Testing and Certification Manual

1/01/07

EAC

v.1.0

Voting System Test Laboratory Program Manual

VSTL
Program
Manual

July 2008

EAC

Form
v.5.2

EAC Test Matrix Template

7/09/09

EAC

EAC Decision on Request for Interpretation 2007-02,
2002 VSS, Vol. 1, Section 4.2.5 (single character)

RFI 2007-02

5/14/07

EAC

EAC Decision on Request for Interpretation 2007-05,
2005 VVSG Vol. 1 Section 4.2.1 (Testing Focus and
Applicability)

RFI 2007-05

11/06/07

EAC

EAC Decision on Request for Interpretation 2008-01,
2002 VSS Vol. I, 2005 VVSG Vol. Il, Section 4.7.1 &
Appendix C

RFI 2008-01

2/06/08

EAC

EAC Decision on Request for Interpretation 2008-02,
Battery Backup for Optical Scan Voting machines

RFI 2008-02

2/19/08

EAC

EAC Decision on Request for Interpretation 2008-03
(Operating System Configuration) 2002 VSS Volumel:
2.253,4.1.1,6.2.1.1, Volume2: 3.5 2005 VVSG
Volumel: 2.1.5.2,5.1.1, 7.2.1, Volume2: 3.5

RFI 2008-03

10/3/08

EAC

EAC Decision on Request for Interpretation 2008-04,
2002 VSS Vol. |, Section 2.3.1.3.1a; 2005 VVSG Vol.
I, Section 2.2.1.3a Ballot Production

RFI 2008-04

5/19/08

EAC

EAC Decision on Request for Interpretation 2008-05,
2002 VSS Vol. |, Section 3.4.2, 2005 VVSG Vol. |,
Section 4.3.2, Durability

RFI 2008-05

5/19/08

EAC

EAC Decision on Request for Interpretation 2008-06,
2002 VSS Vol. |, Sections 3.2.2.4c, 3.2.2.5

2005 VVSG Vol. I, V. 1.0, Sections 4.1.2.4c (Electrical
Supply), 4.1.2.5 (Electrical Power Disturbance)

RFI 2008-06

8/29/08

EAC

EAC Decision on Request for Interpretation 2008-07;
2002 VSS Vol. |, Sections, 2.3.4, 2.3.5, 2.3.6, 2.4.1,
4.4.3,9.4; 2002 VSS Vol. ll, Sections, 3.3.1, 3.3.2;
2005 VVSG Vol. |, Sections, 2.2.4,2.2.5,2.2.6, 2.3.1,
5.4.3; 2005 VVSG Vol. ll, Sections, 1.3, 3.3.1, 3.3.2

RFI 2008-07

8/27/08

EAC

EAC Decision on Request for Interpretation 2008-08
2002 VSS Vol. |, Glossary
2005 VVSG Vol. |, Glossary

RFI 2008-08

8/01/08

EAC

EAC Decision on Request for Interpretation 2008-09
(Safety Testing)

2002 VSS Vol. |, Section, 3.4.8; 2005 VVSG Vol. |,
Section 4.3.8

RFI 2008-09

8/25/08

EAC

EAC Decision on Request for Interpretation 2008-10
(Electrical Fast Transient)

2005 VVSG Vol. |, Sect. 4.1.2.6; 2005 VVSG Vol. Il,
Section 4.8

RFI 2008-10

8/28/08

EAC

Notice of Clarification NOC 07-001: Timely
Submission of Certification Application

NOC 07-01

7/17/07

EAC

Notice of Clarification NOC 07-002: VSTL Work with
Manufacturers Outside of Voting System Certification
Engagements

NOC 07-02

7/24/07

EAC

Notice of Clarification 07-05: Voting System Test
Laboratory (VSTL) responsibilities in the management
and oversight of third party testing.

NOC 07-05

9/07/07

EAC

Notice of Clarification NOC 08-001: Validity of Prior
Non-Core Hardware Environ-mental and EMC Testing

NOC 08-01

3/26/08

EAC

Notice of Clarification
NOC 08-003: Clarification of EAC Conformance
Testing Requirements for VSTLs

NOC 08-03

7/30/08

EAC

Unity

3.2.0.0 EAC Correspondence
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Version
#

Title

2002 VSS Supported Functionality Declaration Unity
3.2.0.0

Abbreviation

EAC Certification # ESSUnity3200

Date
10/29/08

Author (Org.)
ES&S

Unity 3.2.0.0 Implementation Statement 10/29/08 ES&S
Unity 3.2.0.0 Modules No date ES&S
ES&S letter to EAC requesting permission to change 10/31/08 ES&S
VSTL Unity
EAC letter to ES&S granting their request to replace 11/18/08 EAC
SysTest Labs
SysTest iBeta Notice Ltr 11 21 08 11/21/08 ES&S
EAC letter to iBeta QA Director on reuse of testing 2/03/09 EAC
EAC approval to reuse portions of SysTest's testing 2/12/09 EAC
of ES&S Unity 3.2.0.0
EAC Approval letter of ES&S Unity 3.2 Test 4/07/09 EAC
Plan version 2.0
Unity 3.2 Discrepancy 135 Request for Interpretation 5/26/09 ES&S
Formal Response Discrepancy 135 6/05/09 EAC
Letter- EAC Decision on Request for Interpretation 9/23/08 ES&S
2008-05 Voting Equipment Durability
Warrant of Accepting Change Control Responsibility Warrant 7/07/09 ES&S
Unity | v.4.0.0.0 Reuse Correspondence
Email: Reuse of Previous Testing for Unity 3.2.0.0 11/21/08 EAC
2-3-2009 Letter to ESS Reuse of Testing Final 2/03/09 EAC
Unity | v.4.0.0.0 Test Documents
Rev.10.0 | ES&S Unity 4.0 Certification Test Plan Document 12/9/08 SysTest Labs
Number 07-V-ESS-035-CTP-01
Rev.0.2 Voting System Test Summary Report, Test Report for 12/19/08 SysTest Labs
testing through 10/22/08 for ES&S Unity 4.0 Voting
System, Report Number 01-V-ESS-035-CTP-01
Unity 4.0 Disc Rpt 10-28-08 10/28/08 SysTest Labs
v.1.16 Retest Matrix v1.16 11/24/08 ES&S
Test Report No.- 080521-1251A 6/11/08 Criterion
EMC Qualification Test Report ES&S AUTOMARK, Technology
VAT A200
v.1.3 AutoMARK Voter Assist Terminal Test Report 6/19/05 Percept Tech-
nology Labs
Test Report No.- 041223-857 1/31/05 Criterion
EMC Qualification Test Report AutoMARK Technical Technology
Systems, LLC VAT
Test Report No. - 04-00542 1/14/05 APT
Testing Services Report AutoMARK VAT SN:002
Test Report No. 48489-08 1/07/05 Wyle
Hardware Qualification Report of the ES&S M650 Laboratories
Central Ballot Counter Firmware Release 2.0.1.0
Rev. 1 Test Report No.- ATS-0501-R01-Rev.1 4/10/06 AutoMARK
Electrical Safety Testing to UL 60950-1 (Replaces Technical
#ATS-0501-R01, dated 4/30, 2005) Systems
v.1.4 Operational Status Check Test Case (ATS VAT) 1/11/05 SysTest Labs
Test Report No.- 080327-1225 4/21/08 Criterion
EMC Qualification Test Report AutoMARK, VAT A100 Technology
Test Report No.- 070730-1165 8/09/07 Criterion
EMC Qualification Test Report AutoMARK Technical Technology
Systems, LLC. Ballot Marking Device, VAT A300
v.1.0 AutoMARK Voter Assist Terminal 1.1 Test Report 1/04/06 Percept Tech-
nology Labs
Rev. 2 VAT Accuracy Test Case Status Report No date SysTest Labs
Test Report No.- 070730-1165 7/31/07 NCEE
DS200 Scanner EMC Test Report
Test Report No.- R071107-30-01B 5/27/08 NCEE
DS200 Scanner EMC Test Report (Amended with
Original)
Test Report No.- 070314-1134A 5/15/07 Criterion
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http://www.eac.gov/program-areas/voting-systems/docs/feb-12-2009-approval-of-es-s-request-to-reuse-select-testing-of-unity-3-2-0-0-conducted-by-systest-labs/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/approval-of-es-s-unity-3-2-test-plan-v-2.0/attachment_download/file
http://www.eac.gov/program-areas/voting-systems/docs/approval-of-es-s-unity-3-2-test-plan-v-2.0/attachment_download/file

Version
#

Title

EAC Certification # ESSUnity3200

Abbreviation Date

Author (Org.)

EMC Qualification Test Report ES&S DS200 Ballot Technology
Scanner with Optional 76246 Ballot Box
Test Report No.- 080521-1244 6/18/08 Criterion
EMC Qualification Test Report ES&S Precinct Count Technology
Ballot Scanner, DS200
Test Report No.- 07-00231Testing Services Report 4/16/07 APT
DS200 Scanner and Ballot Box (Temp and Humidity)
Test Report No.- 07-00207Testing Services Report 4/25/07 APT
DS200 Scanner and Ballot Box (Vibration)
v.1.0 DS200 Op Stat Check v1.0 11/21/08 SysTest Labs
v.1.0 ES&S Unity 3.2.0.0 DS200 and Ballot Box and Voting 5/01/07 Percept Tech-
System Test Report nology Labs
v.1.0 DS200 with Optional Ballot Box ESD Test Report 4/25/07 Percept Tech-
nology Labs
Test Report No.- ESS-0802-R04 2/ 12/08 Components
Summary Test Report Physical Stability Testing to UL Reliability &
60950-1 Safety, Inc.
Test Report No.- 07-1001-A 4/27/07 Components
Product Safety Testing and Evaluation for Ballot Reliability &
Reader Model number DS200 with or w/o ballot box Safety, Inc.
DS200 Accuracy Test Summary 4/21/08 SysTest Labs
Test Report No.- 0806-R05 7/28/08 Compliance
Electrical Safety Testing to UL 60950-1:2007 Integrity
Services
Test Report No.- R071107-30-02 7/31/07 NCEE
EMC Test Report (M650)
Unity 4.0 Certification Test Plan Rev 6.0 Attachment E No date SysTest
Test Case Matrix 10071228
Test Report No.- 08-00654 5/02/08 APT
Testing Services Report (M650)
v.1.1 M650 with Attached Printers Test Report 3/ 07/08 SysTest Labs
v.1.3 M650 with Epson Printer Test Plan 7/31/07 SysTest Labs
v.l.1 DS200 Scanner EMC Test Plan 7/30/07 SysTest Labs
Rev.01 Certification Test Plan ESS HW Test Matrix 2/01/08 SysTest Labs
Rev03 Rev03_Model650 TDP06202007 SysTest Labs
Rev05 Rev05_AuditManager_TDP07312007 SysTest Labs
Rev05 Rev05.DAM_TDP(09262007_ESS SysTest Labs
Rev09 Rev09.HPM_TDP(09122007 ESS SysTest Labs
Rev02 Rev.02_CF_Utility TDP05072007 SysTest Labs
Rev03 Rev03.ERM_TDP08082007_ESS SysTest Labs
Rev03 Rev03.EDM_BallotDataManager_TDP08012007_ESS SysTest Labs
Rev03 Rev03.DS200_TDP09072007_ESS SysTest Labs
Rev02 Rev02.ESSZIP_TDP07062007 SysTest Labs
Rev02 Rev.02_GetAuditData_TDP04022007 SysTest Labs
Rev02 Rev.02_MPRBOOT_TDP05162007 SysTest Labs
Rev02 Rev.02_SHELL_TDP05072007 SysTest Labs
Rev03 Rev.03 CB_EAGL_TDP05312007 SysTest Labs
Rev03 Rev.03 _MAKEIBIN_08072007_ESS SysTest Labs
Rev04 Rev.04 ESSEAGL_TDP07202007_ESS SysTest Labs
Rev04 Rev.04 REGUTIL_TDP5312007 SysTest Labs
Engineering Change Evaluation & Reviews for the Various SysTest Labs
DS200 ECOs 690 to 693 & 702 to 706 (multiple dates
documents)
Non-conforming Work & Corrective Action Request 1/18/05 Percept
SNO0O08 ( for VAT A100 ECO #0025) Technology
Lab
Engineering Change Evaluation & Review for the VAT Various SysTest Labs
A200 References 200-206,208, 210-247, 256-278, dates
324-346.
A Engineering Specification -Model PW-080A2-1Y24AP 2/3/09 Wall
(G) -(DS200 -ferrite molded power supply) Industries
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\#/ersmn Title Abbreviation Author (Org.)
Engineering Change Evaluation & Reviews for the 1/25/08 SysTest Labs
DS200 ECO 741
Engineering Change Evaluation & Reviews for the 11/13/08 SysTest Labs

DS200 ECO 795
Unity 3.2.0.0 HW Environmental Test Reports

EMC Qualification Test Report Election Systems & ECO 829 test | 7/8/09 Criterion
Software intElect DS200, HW Rev. 1.2.1 Test Report report Technology
Number: 090601-1417. Inc

EMC Qualification Test Report Election Systems & ECO 834 test | 7/14/09 Criterion
Software intElect DS200, HW Rev. 1.2.1 Test Report report Technology
Number: 090601-1419 Inc

1.5 Technical Data Package Documents

The Technical Data Package Documents submitted for this certification test effort are listed in Section 3 System
Identification.

1.6 Test Report Contents

The contents of this Test Report include:
e Section 1: The Introduction- identifies the scope of certification testing.
e Section 2 The Certification Test Background identifies the process for the Physical and Functional
Configuration Audits.
e Section 3 The Voting System Identification identifies the system configuration including hardware, software
and the Technical Data Package documentation.
e Section 4 The Voting System Overview identifies the overall design and functionality of voting system.
e Section 5 The Certification Review and Test Results are the methods and results of the testing effort.
Section 6 The Opinions & Recommendations of the acceptability of the voting system.
Test Operatlons Findings and Data Analysis are in the appendices.
Appendix A: Certification Test Requirement (conformance to the applicable standard).
Appendix B: Source Code Reviews
Appendix C: TDP Document Reviews
Appendix D: Test Results (Functional, Environmental, Accuracy etc.)
Appendix E- Discrepancy Report: Discrepancy Report
Appendix F: Warrant of Accepting Change Control Responsibility
Appendix G: Trusted Build and Validation Tools
Appendix H: Test Plan'
Appendix |: State Test Reports
Appendix J:ES&S and voting system Implementation Statement
Appendix K: EAC Certification Number

1.6.1 VSTL Program Manual Format Trace

Appendix B of the Voting System Test Laboratory Program Manual v.1.0 identifies content in a specific format. The
format of this report follows the recommended outline stipulated in the VSS 2002 vol. 2 Appendix B. As these
documents indentify placement of information in different locations a trace is being provided to clarify the location of
the specified content in this report.

Table 3 Trace of the Test Report to the VSTL Program Manual

EAC VSTL Program Manual Appendix B Test Report - VSS 2002 vol. 2 Appendix B
1. System ldentification and Overview 1. Introduction
3. Voting System Identification
4 Voting System Overview
2 Certification Test Background 2. Certification Test Background
21 Revision History 2 Certification Test Background
2.2 Implementation Statement 2 Certification Test Background
7.9 Implementation Statement
3 Test Findings and Recommendations 5 Certification Review and Test Results
3.1 Summary Finding and Recommendation 6 Opinions & Recommendations
3.2 Reasons for Recommendation of Rejection | N/A Not applicable; no recommendation of rejection
3.3 Anomalies (may also be identified as Section 5 & | Provides a general description of how anomalies
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Test Report - VSS 2002 vol. 2 Appendix B

discrepancies, issues or defects ) Appendix E | were encountered and reported during testing.
Appendices:

A Appendix A traces the VSS requirements to the
specific anomalies.

B Addendum to Appendix B contains software
related source code discrepancy detail.

D Appendix D Tables: "Issues Opened" traces the
specific anomalies to the relevant test.

E Appendix E, Unity 3.2.0.0 Discrepancy Report,
provides the discrepancy number, date, tester,
location, description, and VSS requirement
information about anomalies encountered during
document reviews and testing.

3.4 Correction of Deficiencies Section 5 & | Provides a general description of how deficiency
Appendix E | corrections were confirmed.
Appendices: | Appendix A traces the VSS requirements to the

A specific closed anomalies.

B Addendum to Appendix B reflects pass criteria for
all reviewed source code.

D Appendix D Tables: "Issues Closed" traces the
specific anomaly resolutions to the test

E Appendix E, Unity 3.2.0.0 Discrepancy Report,
provides the vendor responses and resolution
validations for anomalies encountered during
document reviews and testing.

Appendix | Additional Findings Appendices: | Appendix A: Certification Test Requirements
A A contains "should" and "not applicable"
requirements. Comments provide rationale and
references to relevant EAC Interpretations or
Notices of Clarification.

D Appendix D: Supported Voting Variations of the
VSS 2002 Section 2.2.8.2 identifies
"unsupported" optional functionality.

Appendix | Warrant of Accepting Change Control Appendix Warrant of Accepting Change Control
B Responsibility F Responsibility
Appendix | Witness Build Appendix Trusted Build and Validation Tools
C G documents the Witness of the Trusted Build
Appendix | Test Plan Appendix Test Plan
D H
Appendix | State Test Reports Appendix | State Test Reports
C
Appendix J Implementation Statement
Appendix K | EAC Certification Number
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2 Certification Test Background

Earlier versions of products in this effort completed qualification testing under the defunct NASED program. These
earlier version are in use, as permitted under the laws of the various states. Under the EAC program, all systems
submitted must be fully tested as a new system. As such the Unity 3.2.0.0 Certification Test effort is an initial
certification to the VSS 2002.

Following the circumstances outlined in section 1, the scope of the ES&S Unity 3.2.0.0 certification test effort
resulted in a unique set of pre-certification test activities. The purpose of these activities was to assist the EAC in
determining what certification testing and reviews performed by SysTest could be reused. Responsibility for these
activities was designated to either iBeta or the EAC. These activities are outlined in section 1. Assessment and
determination of the reuse of the Functional, Usability, Accessibility, Maintainability, Accuracy and Reliability testing
was provided by the EAC. Results of the activities performed by iBeta are provided below.

Following the determination of reuse and issuance of instructions by the EAC, iBeta conducted a review of the test
documentation provided by ES&S and SysTest to assess the scope of testing for conformance to the 2002 VSS for
the Volume, Stress, Error Recovery, Telecommunication and Security requirements.

As part of the EAC Certification application ES&S submitted an implementation statement for Unity 3.2.0.0. A copy
of this statement is contained in section 7.10. Certification testing of the ES&S Unity 3.2.0.0 included a Physical
Configuration Audit and a Functional Configuration Audit. Daily status reports were sent to ES&S Unity 3.2.0.0
certification management staff and iBeta project test staff. These reports included project activity status, issues,
and other relevant information. Weekly status calls were held with the EAC, EAC Reviewers and ES&S. Upon
request, iBeta provided the EAC with information to clarify the testing and the test process and weekly status
reports.

2.1 Terms and Definitions

The Terms and Definitions identified below are used in this test report.

Table 4 Terms and Definitions

Term
Absentee Ballot

| Abbreviation

Definition
A paper ballot cast outside of an early voting center or
election day polling place

Adobe Acrobat Standard v.8 & v.9

COTS software used in ESSIM for creation of Portable
Document Format (PDF) ballot files.

Audit Manager

AM

A Unity election management system audit logging
software application for the Election Data Manager and
Ballot Image Manager

Ballot Control - Accepts

HPM option that instructs the DS200 to accept and
tabulate overvoted, blank, primary crossovers or ballots
with unreadable marks without alerting the voter.

Ballot Control- Query

HPM option that instructs the DS200 to return and
query the voter when encountering an overvoted,
blank, primary crossovers or ballots with unreadable
marks. Voter has the option to request a new ballot or
instruct the system to accept the ballot as is.

Ballot Control - Reject

HPM option that instructs the DS200 to automatically
reject crossover, overvoted or blank ballots. Ballots will
not be accepted.

Ballot Marking Device

BMD

A device that marks a paper ballot for a voter

Ballot On Demand

BOD

An optional operating mode in ESSIM that is used to
print a small quantity of election quality ES&S paper
ballots on a COTS OKI 9600 HDN color laser printer.

Certified Information System Security
Profession

CISSP

A certification for information system security
practitioners, indicating successful completion of the
CISSP examination administered by the International
Information Systems Security Certification Consortium

Central counter

A type of voting system that records and reports paper
ballots at the central count

Double Spit and Wipe

Functionality on the VAT to support older ES&S optical
scanners outside the scope of Unity 3.2.0.0

Early voting mode -

A mode on the DS200 that permits ballots to be cast
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Definition

prior to election day. A flag is set in HPM to include all
precincts for the election. The poll-worker can select a
voter's precinct and ballot style when used in Early
Voting or an Absentee configuration.

Election Data Manager

EDM

A Unity election management system software
application to define and store jurisdiction election data

Election Systems and Software

ES&S

Manufacturer of the Unity Voting System

Election management system

EMS

The ballot preparation and central count portions of a
voting system.

Election Reporting Manager

ERM

A Unity central count software application to compile
and report election results from Unity voting devices

Enhanced AutoCast

Functionality for automatically dropping AutoMARK
ballots into a ballot box. This functionality requires PEB
FW v.1.70 and Auto MARK FW v.1.4. That version of
AutoMARK firmware is not supported in Unity 3.2.0.0

Escrow Agency

EAC identified repository that retains the file signature
of the trusted build

ES&S AutoMARK Information
Management System

AIMS

A windows-based election management system
software application to define election parameters for
the VAT, including functionality to import election
definition files produced by the Unity EMS and create
VAT flash memory cards

ES&S Ballot Image Manager

ESSIM

A Unity election management system desktop
publishing tool to layout and format paper ballots

Executable Lines of Code

eLOC

Lines of code that execute functionality. Comments
and blank lines are excluded from counts of executable
lines of code.

Flash Memory Card

FMC

Portable memory that contains the election definition to
display the ballot content on a VAT.

Full or New Code Review

First time submission submitted for certification review
or previously certified code with changes to the code so
significant that a full review is warranted.

Graphical User Interface

GUI

A method of interaction with a computer which uses
pictorial buttons (icons) and command lists controlled
by a mouse

Hardware Programming Manager

HPM

A Unity election management system software
application to import, format, and convert an election
file and create election definitions for ballot scanning
equipment

Help America Vote Act

HAVA

Legislation enacted in 2002 which includes creation of
the EAC, federal voting standards and accreditation of
test labs

intElect DS200

DS200

A Unity Voting System precinct count optical scanner
paper ballot tabulator including a 12-inch touch screen
display providing clear voter feedback and poll worker
messaging.

LogMonitor

LogMonitor is setup to check the

status of Windows Event Log and closes all ES&S
applications if the Event Log feature is disabled or not
configured properly.

Model 650

M650

A Unity Voting System central count high-speed optical
scanner paper ballot tabulator The M650 prints results

reports to an external printer and saves results to a zip
disk.

National Standard Reference Library

NSRL

Part of NIST that provides software escrow.

National Voluntary Laboratory
Accreditation Program

NVLAP

Part of NIST that provides third-party accreditation to
testing and calibration laboratories.

Open Primary Pick a Party (Party
Preference)

Ballot contains all contests that the voter is eligible to
vote for in addition to any nonpartisan contests. Voter
only votes the partisan contests for one party but
chooses which party in the privacy of the voting booth
by only voting for candidates from the desired party.
Pick a Party is where a party selection contest appears
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Definition

before the partisan section of the ballot. If the voter
chooses a party from the party selection contest, votes
for candidates that represent any other party are
ignored so that the voter cannot spoil the ballot.

Precinct counter

A type of voting system that records paper or electronic
ballots at the polling place

Printer Engine Board version

PEB v.

The version of the firmware on the Printer Engine
Board identifies support or non-support of Enhanced
AutoCast and Double Spit & Wipe (v.1.70 supports)

Single Board Computer version

SBC v.

Version of the Single Board Computer identifying board
connections and chips

Trusted Build

A compile and build of the source code reviewed by
iBeta into executable code. Construction of the build
platform and compile is performed by iBeta following
the documented instructions of the manufacturer. A
manufacturer's representative is present to witness the
build.

Technical Data Package

TDP

The documentation and code relating to the voting
system, submitted by the manufacturer for review.

Universal Power Supply

UPS

Uninterrupted power supply

U.S. Election Assistance Commission

EAC

U.S. agency established by the Help America Vote Act
of 2002 to administer Federal elections.

Voluntary Voting System Guidelines

VVSG

Federal voting system test standards created by the
EAC. Eventually these will replace the VSS.

Voting System Standards

VSS

Federal voting system test standards, predecessor of
the VVSG.

Voting System Test Lab

VSTL

Lab accredited by the EAC to perform certification
testing of voting systems.

Voting Variations

Significant variations among state election laws
incorporating permissible ballot content, voting options
and associated ballot counting logic

Voter Assist Terminal

VAT

A ballot marking device to assist multilingual voters and
voters with visual, aural or dexterity disabilities to vote a
paper ballots in a private manner

Unity X.X.X.X

A voting system produced by ES&S configured with
various election software applications, DREs, optical
scanners and ballot marking devices. The
configuration varies for each version of Unity.

Witness Build for Unity 3.2.0.0

The Unity 4.0.0.0 Trusted Build performed by SysTest
Labs. iBeta shall initiate testing with this build.
Following iBeta's performance of the Trusted Build a
regression test will be run.

2.2 Physical Configuration Audit

The Physical Configuration Audit (PCA) deals with the physical elements of the voting system, including the source
code, documentation and system configuration reviews. Validation of COTs software and hardware, execution of a
Trusted Build with the reviewed source code and installation of the executable are part of the PCA

2.2.1 PCA TDP Source Code Review

The PCA TDP Source Code Review of ES&S Unity 3.2.0.0 was performed by SysTest Labs. ES&S petitioned for
reuse of this review. In order to assist in making a determination of reuse the EAC instructed iBeta to audit 3% of
the ES&S Unity 3.2.0.0 source code for assessment and recommendation of reuse of the applicable Unity v.4.0.0.0-
PCA Source Code Review conducted by SysTest. In assessing this sample iBeta reviewed the sampling to Vol. 1
Sect. 4.2 and Vol. 2 Sect. 5 of the VSS2002. iBeta focused the review by selecting source code files and functions
that process vote data, audit logs, and reporting. The results were recorded on Source Code Review sheets (Excel
spreadsheets). All issues were identified in the review and logged on a Discrepancy Report. Following a peer

review issued were identified as follows:

e  Green: Non-logic issues - recommend for reuse per EAC instruction letter;
e Yellow: Potential logic issues- attach issues to the recommendation letter to the EAC for their

consideration in determination of reuse; and

¢ Red: Confirmed logic issues - recommend 100% review to the EAC.
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Any source code updates or changes received from ES&S during the test effort were compared to the code
transferred from SysTest. All identified changes were 100% reviewed by iBeta.

2.2.2 PCA TDP Document Review

The PCA TDP Document Review of ES&S Unity 4.0.0.0 for conformance to Vol. 2 Sect. 2 of the VSS 2002 was
performed by SysTest Labs. ES&S petitioned the EAC for reuse. The EAC instructed iBeta to perform an
assessment and provide a recommendation for reuse of the TDP in Unity 3.2.0.0. iBeta sampled the ES&S Unity
3.2.0.0 documents. The sample selection included the documents identified in the SysTest issued discrepancies
and documents needed to complete the Unity 3.2.0.0 trusted builds, a sample 3% source code review, test
planning and test execution. Criteria for the review included confirmation that the Unity 3.2.0.0 documents
addressed any SysTest identified document discrepancies within the scope of the Unity 3.2.0.0 test effort and the
content provided sufficient information in order to complete the test tasks list above. Issues, which were identified
as all or partially relevant to the Unity 3.2.0.0 scope, were transferred to iBeta's Unity 3.2.0.0 Discrepancy Report.
Issues or parts of issues, outside this scope were excluded. Scope assessment was recorded in a review
disposition document. iBeta confirmed the issues were valid and traced to an appropriate 2002 VSS requirement.
iBeta reviewed the SysTest description history from the original SysTest discrepancy report and the Unity 3.2.0.0
documents submitted by ES&S to validate resolution of the issue.

The review of documents necessary to complete Unity 3.2.0.0 trusted builds, sample code review; test planning and
test execution was incorporated into these tasks and recorded in the daily status. Missing content or discrepancies
were reported in iBeta's Unity 3.2.0.0 Discrepancy Report. The Discrepancy Report was forwarded to ES&S for
correction. iBeta conducted a PCA Document Review of the LogMonitor TDP.

2.2.3 PCA System Configuration Review

The PCA System Configuration Review of ES&S Unity 3.2.0.0 was performed to verify the hardware and software
configuration is consistent with the technical data package (VSS Vol. 1 Sect. 8.7.1). Reviewed results were
recorded on PCA System Configuration Review sheets (Excel spreadsheets).

2.2.4 Witness Build and Installation

The Witness Build and Installation of the executable code
performed using the source code reviewed by SysTest and iBeta, per VSS Vol. 1 Sect. 9.6.2. Observation of the

build was documented in the Witness of the Final Build and Code Comparison Template (Word Document).

2.3 Functional Configuration Audit

The Functional Configuration Audit was an examination of the functional aspects of the voting system. This
included review of the ES&S Unity 3.2.0.0 submitted test documentation and execution of all VSS 2002 required
tests.

2.3.1 FCA Test Documentation Review

iBeta initiated an assessment to identify and separate Unity v.4.0.0.0 hardware and software excluded from Unity
3.2.0.0, SysTest test results petitioned for reuse by ES&S, and items in scope of additional testing required in the
Unity 3.2.0.0 certification test effort. Unity 4.0.0.0 hardware and software that was excluded from Unity 3.2.0.0 was
identified as out of scope. Open discrepancies from the SysTest testing related to Unity 3.2.0.0 system functionality
and system changes submitted during the Unity v.4.0.0.0 test effort were identified as in scope. A comparison of
the versions submitted in the SysTest report and those identified discrepancies for Unity 3.2.0.0 was conducted to
confirm if the versions being submitted for Unity 3.2.0.0 matched the versions that were tested in the Unity v.4.0.0.0
certification. If the software version number of the submitted system changes was equal to or less than the version
identified in the SysTest report it was excluded due to the EAC acceptance of the SysTest results. If the open
functional discrepancy was equal to the version or greater than the identified in the report it was included in the
iBeta testing of Unity 3.2.0.0

2.3.2 FCA Functional, Accessibility, Maintainability, Accuracy & Reliability

Tests
Functional, Accessibility, Maintainability, Accuracy and Reliability testing was performed by SysTest Labs. ES&S
petitioned the EAC for reuse. The EAC Technical Reviewers reviewed the Functional, Accessibility, Maintainability,
Accuracy, and Reliability test summary reports provided by SysTest on the DS-200, M650, AutoMARK VATS,
Ballot-on-Demand printer, and Unity EMS software. The EAC approved the reuse of this testing to the requirements
of the requirements in Vol.1 Sect. 2, 3 and 4.4 (excluding the out of scope DRE specific requirements), in
accordance with Vol. 2 Sect. 6.
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iBeta conducted a single regression end-to-end mock election to demonstrate the integrated functionality and
processes of the ES&S Unity 3.2.0.0 for a sampling of Vol. 1 Sect. 2, 3 and 4.4, in accordance with Vol. 2 Sect. 6.
Additionally the Volume suite of tests generally incorporated end-to-end mock elections. Issues that remained open
from the SysTest testing were incorporated into the regression test, volume test or separate security tests. Any
issues encountered during testing were identified in the test record and logged on the Discrepancy Report, after
completion of peer review. ES&S has resolved all discrepancies of the VSS2002. All submitted fixes were
validated and recorded in the Discrepancy Report.

2.3.3 FCA Volume, Stress and Error Recovery Tests

iBeta reviewed the ES&S System Limitations Unity 3.2.0.0 document to identify relevant application and system
limits. Based upon the system and application limits identified in this document iBeta defined and conducted a set
of ten test cases with single or multiple scenarios. These test cases incorporated end-to-end mock elections to
demonstrate the ability of the system to operate at the declared limits. Additional scenarios were incorporated into
the test cases to demonstrate the systems ability to provide an appropriate response an overloading condition
exceeding the limits and recover without losing vote data. Any issues encountered during testing were identified in
the test record and logged on the Discrepancy Report, after completion of peer review. ES&S resolved
discrepancies of the VSS2002 or requested interpretation from the EAC if they disagreed with iBeta's findings. All
submitted fixes were validated and recorded in the Discrepancy Report, as were any interpretations from the EAC.

2.3.4 FCA Security Tests

iBeta performed a security review of the ES&S security documentation addressing Vol. 1 Sect. 2.2.1, 2.2.3,2.2.5
and 6 and Vol. 2 Sect. 6.4. Based upon this review security specific tests were identified. These tests incorporated
source code and document reviews. Functionality to meet the requirements incorporated secrecy, integrity, system
audit, error recovery or access to the voting system. The review was either conducted or peer reviewed by an iBeta
CISSP staff member. The tests or reviews to validate the security of Unity 3.2.0.0 were recorded in the FCA
Security Review. ES&S resolved discrepancies of the VSS2002 or requested interpretation from the EAC if they
disagreed with iBeta's findings. All submitted fixes were validated and recorded in the Discrepancy Report, as were
any interpretations from the EAC.

2.3.5 FCA Hardware Environmental Tests

The SysTest's subcontractors listed in section 1 performed hardware testing of the Unity v.4.0.0.0 voting system to
the requirements of Vol.1 Sect. 3 in accordance with Vol.2 Sect. 4. The review, analysis, testing and test results are
contained in the test reports and engineering change assessments listed in Appendix D - FCA Reuse
Environmental Testing Unity v.4.0.0.0 Test Documents. The EAC issued their approval for reuse of the results of
the SysTest Environmental Hardware testing in 2-3-2009 Letter to ESS Reuse of Testing Final. In order to ensure
that iBeta had all documentation of the Environmental Hardware test assessment and results for the Unity 3.2.0.0
voting system, iBeta reviewed the reports to confirm they included documentation that the Unity 3.2.0.0 submitted
hardware passed the required tests and that any failures resulting in engineering changes were documented. This
work was performed as part of the Pre-Certification Test Activities.

At the time of initial issuance of this report hardware testing for ECO 829 and 834 was pending. Testing was
completed and the Criterion test reports are included as attached documents.

2.3.6 FCA Telephony and Cryptographic Review and Tests

An examination of the Unity 3.2.0.0 voting system was conducted to confirm that it does not contain wireless
technology or use of the public networks. The results of this review were recorded in the FCA Telephony and
Cryptographic Test Case. As a result of this review it was determined that the voting system is exempted from the
Telephony and Cryptographic requirements of VSS Vol.1 Sect. 5 & 6. It should be noted that connection of the
election management system PCs or laptops to a network (LAN or WAN) is outside the system configuration
submitted for certification.
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3 Voting System Identification

The description of the ES&S Unity 3.2.0.0 submitted for certification is found in the EAC Scope of Certification, as
noted in section 3.1. The hardware, software and the Technical Data Package documentation used in the
certification test environment is indentified in section 3.2.

3.1 Submitted Voting System Identification

Table 5 Voting System Name and Version
Voting System Name
Identified in the EAC Scope of Certification

Version

Table 6 Voting System Polling Place and Central Count Hardware
Hardware | OS or Firmware & Version
Identified in the EAC Scope of Certification

Description

Table 7 Voting System EMS Software
Software Applications Version | EMS Function Description
Identified in the EAC Scope of Certification

3.2 Voting System Test Environment

The Voting System Test Environment identifies the specific hardware and software that was used in the test
environment. The Test Methods in Appendix D identify the specific ES&S Unity 3.2.0.0 voting system software and

firmware used in each test.

Table 8 Voting System Hardware

Hardware OS or Version Manufacturer Description (include functional purpose
and condition of the equipment)

Ballot Prep & Central Count

(2) Dell Optiplex GX270 computer Windows XP Dell Pre-Vote: COTS PCs for AIMS

desktops with monitor, keyboard & Professional Condition: Good

mouse (AIMS) Version 2002 SP2 (Final testing was conducted on SP3.

SN: DNC2F51, GBGCT51 & SP3 Testing prior to submission of the hardening
procedures was on SP2)

(1) Dell Latitude 600 Laptop, Model Windows XP Dell Pre-Vote & Post-Vote: COTS laptop for the

#PPO5L Professional Unity election management system

Intel Pentium Processor 1400 MHz Version 2002 SP2 Condition: Good

587 MHz 1.00 GB Ram & SP3 (Final testing was conducted on SP3.

SN: CN0G512486434501261 Testing prior to submission of the hardening
procedures was on SP2)

(1) Dell GX260 computer desktop Windows XP Dell Pre-Vote & Post-Vote: COTS Unity PC for

with monitor, keyboard & mouse Professional the Unity election management system

SN: Tower: 7DOWL21, Version 2002 SP2 Condition: Good

Keyboard:CN07N242388422C82Q06 | & SP3 (Final testing was conducted on SP3.

Monitor:CNO9M55664180-2BC-0A4S Testing prior to submission of the hardening
procedures was on SP2)

(1) lomega Zip Drive Z250USBPCMBP lomega Pre-Vote & Post-Vote: COTS Zip Disk

SN: 1GBS2250K7 reader/writer for programming the M650 and
reading election results
Condition: Good

SanDisk Reader/Writer N/A SanDisk Pre-Vote: COTS SanDisk reader/writer for

(1) Model SDDR-91 (no SN) programming the VAT media in AIMS

(3)Model SDDR- 92 Condition: Good

SN: 0343331, 018543 & (1) w/o a SN

(1) HP LaserJet Inkjet Printer 4050N Hewlett Pre-Vote & Post-Vote: COTS Printer for AM,

SN:600004 Packard EDM, ESSIM, HPM, ERM reports
Condition: Good

Paper Ballots N/A ES&S Vote: ES&S: Ballots for testing

Length: 14", 19", Ovals/Inch: 3 & 4 Test consumables
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Description (include functional purpose
and condition of the equipment)

(1) AutoMARK Voter Assist Terminal | FW Rev. 1.3.2906 ES&S Vote: A ballot marking device to assist multi-
A100-00 OS WinCE lingual voters and voters with visual, aural or
HW Rev. 1.0 5.0.1400, PEB dexterity disabilities to vote a paper ballots in
SN: AM0106430376 1.65, SBC 1.0 a private manner
Condition: Good
(1) AutoMARK Voter Assist Terminal | FW Rev. 1.3.2906, | ES&S Vote: Accessible paper ballot marking device
A200-00 OS WiInCE with assistive technology audio output
HW Rev. 1.1 5.0.1400, PEB devices and voter inputs
SN: AM0206443384 1.65, SBC 2.0 HW Change: Consolidate PCB, relocate
PCB & cables to upper portion for easier
maintenance
Condition: Good
(1) AutoMARK Voter Assist Terminal | FW Rev. 1.3.2906, | ES&S Vote: Accessible paper ballot marking device
A200-00 OS WInCE 5.00.19, with assistive technology audio output
HW Rev. 1.3.1 PEB 1.65, SBC 2.5 devices and voter inputs
SN: AM0208470767 HW Change: LCD replacement, ROHS
board components, change CPU & Flash
Chips on the SBC board FW, Win CE OS
Bootloader for P30 flash, OS update to
support DST & Hash check ((Note: NY
specific external hash check is not supported
in this version of the VAT FW))
Condition: Good
ECO 329, 330, 354, 759 inclusion verified by
iBeta inspection
(1) AutoMARK Voter Assist Terminal | FW Rev. 1.3.2906, | ES&S Vote: Accessible paper ballot marking device
A200-00, HW Rev. 1.3.1 OS WinCE 5.00.19, with assistive technology audio output
SN: AM0208470815 PEB 1.70, SBC 2.5 devices and voter inputs
HW Change: PEB FW to support Enhanced
AutoCast and Double Spit & Wipe (Note:
Enhanced Auto Cast is not supported in this
version of the VAT FW.)
Condition: Good
ECO 329, 330, 354 inclusion verified by
iBeta inspection
(1) AutoMARK Voter Assist Terminal | OS WInCE 5.00.17, | ES&S Note: This configuration was not submitted
A200-00 PEB 1.70, SBC 2.0 as part of Unity 3.2.0.0; however it was used
HW Rev. 1.3.0 in environmental test report #080521-1251A
SN: AM0206462702 on 6/11/08
Condition: Good
ECO's 329, 330, 759, & 761verified by iBeta
inspection
(1) AutoMARK Voter Assist Terminal | FW: 1.4.2970, ATS for This unit was inspected to confirm inclusion
A300-00 WinCE OS 5.00.17, | Premier of ECO 354 per test report 070730-1165.
HW Rev. 1.4.0 PEB 1.70, SBC 2.0 Condition: Good
SN: AM0307420125
VAT Kit: N/A ES&S Vote: A standard equipment and instruction
(2) Compact Flash Keys kit provided with each VAT for security,
(2) AutoMARK Unit Keys power, audio and printer outputs
(1) Compact Flash card Most items are COTS
(1) Printer Cartridge
User Documentation Manual CD
(1) Headphones w/industry standard
connector
(1) AC Power Cord
(1) @ Short/long privacy sleeves
Foot Paddle (no identification) N/A Unidentified Vote: Assistive technology switch device

used with the VAT for voter inputs
Condition: Good
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Multiple Compact Flash Cards N/A SanDisk Vote: COTS Storage media for the VAT
(256MB) Condition: Good
ES&S Ballot Marker Pens N/A ES&S Vote: ES&S specified pens to hand mark
DS200 ballots, Condition: Good
Precinct Optical Scan Equipment
(2) intElect DS200 FW: 1.3.10.0 ES&S Vote: A Unity Voting System precinct count
HW Rev. 1.2.0 Power Mgmt v. optical scanner paper ballot tabulator
SN: ES0107360007, ES0107370002 | 1.2.0.1 including a 12-inch touch screen display
Scannerv. 2.11.0.1 providing clear voter feedback and poll
worker messaging, Condition: Good
iBeta observed removal of the modem cards.
(1) intElect DS200 FW: 1.3.10.0 ES&S Vote: A Unity Voting System precinct count
HW Rev. 1.2.1 Power Mgmt v. optical scanner paper ballot tabulator
SN: ES0107370025 1.2.01 including a 12-inch touch screen display
Scannerv. 2.11.0.1 providing clear voter feedback and poll
worker messaging
v.1.2.1 change: Mylar spacing tabs to
eliminate paper jams and a changed battery
pack resistor value R109 from 1 M ohms to
100 k ohms
Used to test ECO829
Condition: Good
iBeta observed removal of the modem cards.
(1) intElect DS200, HW Rev. 1.2.1 N/A ES&S Used to test ECO834
SN: ES0107380927 Condition: Good
(1) DS200 Plastic Ballot Box without | N/A ES&S Vote: Precinct plastic ballot box with a single
a diverter chamber
Condition: Good
(1) DS200 Steel Ballot Box withouta | N/A ES&S Vote: Precinct steel ballot box with a single
diverter chamber
Condition: Good
(1) DS200 Steel Ballot Box with a N/A ES&S Vote: Precinct steel ballot box, with diverter
diverter to segregate ballots into multiple chambers
as programmed in the EMS
Condition: Good
Multiple ES&S USB Flash (thumb) N/A Belkin & Pre-Vote & Vote: Storage media with
drives (512MB, 2 GB, 4GB, 8GB) SanDisk for election definition and results totals for the
ES&S DS200
Condition: Good
Multiple Thermal paper rolls N/A NCR Vote: COTS: Paper for the DS200 reports.
Condition: Good
Central Count Optical Scan
Equipment
(2) Model 650 (M650) v.2.2.2.0 ES&S Post-Vote: A Unity Voting System central
HW Rev. 1.2 count high-speed optical scanner paper
SN: 7003 (Optical Red/ Left Oval) ballot tabulator The M650 prints results
SN:102 7011 (Optical Green/Left reports to an external printer and saves
Oval) results to a zip disk.
Condition: Good
iBeta verified no network card was installed
(1) Model 650 (M650) v.2.2.2.0 ES&S Post-Vote: A Unity Voting System central
HW Rev. 1.1 count high-speed optical scanner paper
SN: 2406 8013 (Optical Green/Right ballot tabulator The M650 prints results
Oval) reports to an external printer and saves
results to a zip disk
Condition: Good
iBeta verified no network card was installed
(4) Okidata 520 Microcline 9pin 520 OkiData Post-Vote: COTS M650 results report & audit
Printers log printer
SN: 204A2005641, 407D4011099, Condition: Good
407D4010960, 407D4010894
(2) Epson LQ-590 Printers LQ-590 Epson Post-Vote: COTS M650 results report & audit
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SN: FSQY093447, FSQY094255 log printer. Condition: Good
(3) Belkin Universal Power Supply N/A Belkin Post-Vote: COTS: M650 back up power
SN: 20V06516249WE, supply. Condition: Good
20V06516248WE, 20V06516228WE
Zip disk (100MB) N/A lomega Pre-Vote & Post-Vote: COTS Storage media
with election definition and results totals for
M650. Condition: Good
Ballot Jogger 400 Martin Yale Post-Vote: COTS Device to shake ballots
into a neat stack for placement in the M650
ballot feeding tray. Condition: Good
91/2 X 11 - 1 ply Computer form N/A None Post-Vote: COTS Report and Audit log
paper identified printing for the M650. Condition: Good
Other Equipment
None
Table 9 Voting System Software
Software | Version Manufacturer  Description (Identify COTS)
Ballot Prep & Central Count
Audit Manager (AM) 7.5.2.0 ES&S Election management system audit logging
software application for the Election Data
Manager and Ballot Image Manager
Election Data Manager (EDM) 7.8.1.0 ES&S Election management system software
application to define and store jurisdiction
election data
Ballot Image Manager (ESSIM) with 7.7.1.0 ES&S Election management system desktop
Ballot On Demand (BOD) publishing tool to layout and format paper
ballots
Hardware Programming Manager 5.7.1.0 ES&S Election management system software
(HPM) application to import, format, and convert an
election file and create election definitions for
ballot scanning equipment
Election Reporting Manager (ERM) 7.5.4.0 ES&S Central count software application to compile
and report election results from Unity voting
devices
AutoMARK Information Management | 1.3.157 ES&S Software to program the election database
System (AIMS) required by the AutoMARK VAT.
LogMonitor 1.0.0.0 ES&S Election management system software to
monitor the status of the Windows Event Log
Adobe Acrobat Standard 8&9 Adobe COTS supports creation and display of pdf files
Systems in ESSIM & BOD
Adobe Type Manager 41 Adobe COTS supports creation and display of pdf files
Systems in ESSIM & BOD
Excel (Office Professional 2003) 2003 Microsoft COTS supports creation and display of pdf files
in ESSIM & BOD
RM/Cobol v11.01 Runtime System 11.01 RM/Cobol COTS supports ERM and HPM
Other COTS
02Micro Smartcard Driver 2.26 02Micro COTS driver for the Unity PC
Electronics
Access 2002 Runtime 10.0.2627.01 | Microsoft COTS supports runtime environment on the
AIMS PC
ATI Software Uninstall Utility 6.14.10.1014 | ATI COTS: utility application for the Unity PC
ATI Control Panel 6.14.10.5.73 ATI COTS: utility application for the Unity PC
ATI Display Driver 8.20 ATI COTS: utility application for the Unity PC
Broadcom Gigibit Integrated 9.02.06 Broadcom COTS driver for the Unity PC
Controller
C-Major Audio 42xx SigmaTel COTS driver update software utility
Conexant D480 MDC v.92 Modem 92 Unknown COTS: modem drivers (modem was only
removed from the DS200)
Digital audio drivers No version Soundmax COTS: sound drivers for Unity & AIMS PC
Omnidrive USB Professional No version Omnidrive COTS Unity PC USB reader driver
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PCMv2.01 2.0.1 CSM GmbH COTS driver for Unity PC
Filderstadt
PRO Network Adapters & Drivers No version Intel COTS: drivers for the Unity & AIMS PC
SanDisk TransferMate No Ver. SanDisk COTS: drivers to write compact flash AIMS PC
SQL Server Desktop Engine 8.00.761 Microsoft COTS AIMS PC
(AIMS_SQLS)
SQLXML 3.0 service Microsoft COTS: XML support for Unity & AIMS PC
pack 3
Windows XP XP Microsoft COTS: OS for Unity & AIMS PCs & laptop
Professional
SP3
Windows Internet Explorer 7 Microsoft COTS: AIMS & Unity PC

ES&S does not want Internet Explorer to
be run on the election System PCs.
However, Internet Explorer must be
resident on the PC to contain the latest
security updates.

Access 2002 Runtime 10.0.2627.01 | Microsoft COTS supports runtime environment on the
AIMS PC
.NET Framework 1.1 Microsoft COTS AIMS PC
Norton AntiVirus 11.0.2 Symantec COTS: AIMS and Unity PC
Corporation
Polling Place
VAT 1.3.2906 ES&S Firmware for the Voter Assist Terminal
DS200 1.3.10.0 ES&S Firmware for the intlElect DS200 scanner
Central Count Optical Scan
Equipment
Model 650 v.2.2.2.0 ES&S Firmware for the Model 650 central scanner

Table 10 Voting System Technical Data Package Documents

System Security Test Cases 06/16/09 ES&S
System Security Test Procedure 4.0 06/16/09 ES&S
Printed Wiring Assembly, AUTOMARK 2 drawing no. 620118-6000 A None ES&S
BOM 621118-6001A None No date Applied Data
Systems
BOM 621118-6002 VA1 None No date Applied Data
Systems
Automark-2 Schematic Rev A None ES&S
Election Systems & Software, Inc. Indented Bill of Material None 05/15/08 ES&S
Adobe Installation Reference Guide None 05/28/08 ES&S
AutoMARKTM INFORMATION MANAGEMENT SYSTEM (AIMS) None None ES&S
TECHNICAL DATA PACKAGE
AutoMARKTM Information Management System TECHNICAL DATA None 06/16/09 ES&S
PACKAGE TABLE OF CONTENTS
AIMS Requirements Trace Matrix None 06/16/09 ES&S
AutoMARK Information Management System AIMS Release Notes 10.0 06/16/09 ES&S
AutoMARK Information Management System (AIMS) System Overview 5.0 06/16/09 ES&S
AutoMARK Information Management System (AIMS) System 5.0 06/16/09 ES&S
Functionality
AIMS Hardware Specifications 4.0 06/16/09 ES&S
Compact Flash Memory Card Design Specifications 4.0 06/16/09 ES&S
AutoMARK Information Management System (AIMS) Programming 3.0 06/16/09 ES&S
Specifications Details
AutoMARK Information Management System (AIMS) Software Design 5.0 06/16/09 ES&S
Specifications
Aut oMARK I nformation Management S|16.0 06/12/09 ES&S
AutoMARK Information Management System (AIMS) Operations 5.0 06/16/09 ES&S
Procedures
AutoMARK Information Management System (AIMS) System Security 5.0 06/16/09 ES&S
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Title | Version | Date Author
Specifications

AIMS Quality Assurance Policy & Procedures 5.0 06/16/09 ES&S
AIMS Quality Assurance Test Cases 6.0 06/16/09 ES&S
AIMS Quality Assurance Test Procedures 4.0 06/16/09 ES&S
AIMS Configuration Management Plan 4.0 06/16/09 ES&S
AIMS System Change Notes 25.0 06/16/09 ES&S
Audit Manager 7.5.0.0 Relational Model None None ES&S
Setting the Date and Time on an AutoMARK None 05/13/08 ES&S
AutoMARK Component Storage and Handling Procedure 4.0 06/16/09 ES&S
ATS Configuration Management Policy 4.0 06/16/09 ES&S
Corrective Action Control Log 1.0 None ES&S
Design Review Attendance Sheet 1.0 None ES&S
Design Review Minutes 1.0 None ES&S
AutoMARK Design Review Policy 4.0 06/16/09 ES&S
ATS Document Change Order 1.0 None ES&S
AutoMARK Document Change & Issue Procedure 5.0 06/16/09 ES&S
Document Change Pending Re-Release 1.0 None ES&S
AutoMARK Document Control Policy 4.0 06/16/09 ES&S
ATS Employee Training Procedure 4.0 06/16/09 ES&S
Engineering Change Order/Change Request Form 1.0 None ES&S
AutoMARK Engineering Change Request/Change Order Process 5.0 06/16/09 ES&S
AutoMARK Engineering Development Policy 4.0 06/16/09 ES&S
ATS Purchasing Procedure 4.0 06/16/09 ES&S
AutoMARK Quality Assurance Policy 4.0 06/16/09 ES&S
AutoMARK Quality System Audit Process 4.0 06/16/09 ES&S
AutoMARK Receiving Procedure 4.0 06/16/09 ES&S
AutoMARK Software and Hardware Release Process 9.0 06/16/09 ES&S
System Bug Report Form 1.0 None ES&S
AutoMARK System Report (Bug Reporting) Procedure 4.0 06/16/09 ES&S
Audit Manager Checklist-Election Day Training Manual None 08/2007 ES&S
Build Procedure Audit Manager 3.1 03/24/09 ES&S
ATS Quality System Master Audit Schedule 1.0 09/02/08 ES&S
Ballot Image Processing Specifications 5.0 06/16/09 ES&S
Aut o MARKE Ball ot Scanning and Pril40 06/16/09 ES&S
AutoMARK Configuration Management Plan (AQS) -13-5020-000-F 5.0 06/16/09 ES&S
AutoMARK Driver API Specification 4.0 06/16/09 ES&S
Automark Environmental Test Cases 6.0 06/16/09 ES&S
AutoMARK Environmental Test Plan 6.0 06/16/09 ES&S
AutoMARK Environmental Test Procedures 6.0 06/16/09 ES&S
AutoMARK Graphical User Interface Design Specifications 4.0 06/16/09 ES&S
Initial Software Installation Procedure 5.0 06/16/09 ES&S
ES&S AutoMARK Jurisdiction Guide 9.0 05/07/09 ES&S
AutoMARK Operating Software (AMOS) Design Specifications 4.0 06/16/09 ES&S
AutoMARK Operations and Diagnostic Log Specifications 5.0 06/16/09 ES&S
Operations and Diagnostic Log Test Cases 5.0 06/16/09 ES&S
Operations & Diagnostic Log Test Procedures 5.0 06/16/09 ES&S
Personnel Deployment and Training Requirements 5.0 06/16/09 ES&S
ES&S AutoMARK Poll Worker's Guide 10.0 05/07/09 ES&S
AutoMARK Programming Specifications Details 6.0 06/16/09 ES&S
ATS Quality System Procedures (QSP) Master List 1.0 09/02/08 ES&S
AutoMARK Rapid Application Development Methodology (RAD) 5.0 06/16/09 ES&S
AutoMARK 3010 VAT Release Notes 13.0 06/16/09 ES&S
AutoMARKTM Requirements Trace Matrix 3.0 06/16/09 ES&S
AutoMARK Software Design Specifications 5.0 06/16/09 ES&S
AutoMARK Software Development Environment Specifications 5.0 06/16/09 ES&S
AutoMARK Software Diagnostics Specification 5.0 06/16/09 ES&S
Software Standards Specification 5.0 06/16/09 ES&S
AutoMARK Software Quality Assurance Test Plan 5.0 06/16/09 ES&S
Software Quality Assurance Test Cases 7.0 06/16/09 ES&S
Software Quality Assurance Test Procedures 5.0 06/16/09 ES&S
AutoMARKTM System Change Notes 91.0 06/16/09 ES&S
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AutoMARK System Functionality 6.0 06/16/09 ES&S
ES&S System Installation and Maintenance Guide 10.0 06/16/09 ES&S
AutoMARK System Introduction 4.0 06/16/09 ES&S
System Level Test Cases 6.0 06/16/09 ES&S
AutoMARK System Level Test Plan 6.0 06/16/09 ES&S
AutoMARK System Level Test Procedures 5.0 06/16/09 ES&S
System Security Test Procedure 4.0 06/16/09 ES&S
AutoMARK System Overview 5.0 06/16/09 ES&S
Aut o MARKE TECHNI CAL DATA PACKAGE None 09/02/08 ES&S
ES&S AutoMARK Voter's Guide 9.0 06/16/09 ES&S
AUTOMARKE EMBEDDED DATABASE | NTER|G6.0 06/16/09 ES&S
AutoMARK VAT T Printer Engine Board Firmware Compilation 3.0 06/16/09 ES&S
Instructions

No Title (VAT Configuration) None No Date ES&S
AutoMARK System Hardware Specification 4.0 06/16/09 ES&S
AutoMARK VAT Firmware and Hardware Installation Instructions 3.0 06/04/09 ES&S
AutoMARK VAT Software and Firmware Compilation Instructions 13.0 06/16/09 ES&S
ES&S Ballot Production Handbook None 07/17/07 ES&S
Ballot Data File Specification Unity Version 4.0.0.0 1.0 04/30/07 ES&S
ES&S Ballot On Demand Printer Setup and Printing Procedures Version | None 08/22/08 ES&S
Release 7.7.0.0 Okidata part number 58273508

Ballot Set Collection File Specification Unity Version 4.0.0.0 1.0 04/30/07 ES&S
Automark Technical Systems Integration & Testing Bug Report 1.0 None ES&S
Development Practices and Coding Standards Election Systems and 2.3 07/11/08 ES&S
Software Version Number 2.3.0.0

DS 200 Part list None 05/12/08 ES&S
DS200 Election Day Checklist Version Number 1.3.7.0 None 05/09/08 ES&S
ES&S DS200 Power Management Board Validation None 08/01/08 ES&S
ES&S DS200 Scanner Board Dump Compare Hardware Version 1.2.1.0 | None 09/26/08 ES&S
Firmware Version 2.0.0.0

DS200 Test Cases Unity 4.0 Version 1.3.7.0 None 06/13/08 ES&S
Engineering Specification -Model PW-080A2-1Y24AP (G) -(DS-200 - A 02/03/09 Wall Industries
ferrite molded power supply)

Engineering Change of Order documentation None None ES&S
Election Data Manager (EDM) Checklist-Election Day Training Manual None 08/2007 ES&S
Election Data Manager Test Case Specifications Software Version None 10/27/08 ES&S
7.8.0.0

Election Data Manager 7.8.0.0 Election Tables Relational Model None None ES&S
EDMXML File Specification None 06/15/07 ES&S
EL80 File Specification None None ES&S
Election Reporting Manager Pre-Election Day Training Manual Version None 06/22/08 ES&S
Number 7.5.x

Election Reporting Manager / ERM Product Test Cases Unity 4.0 None 10/23/08 ES&S
Version 7.5.2.0

ESS Hardware Acceptance Checklists None None ES&S
ES&S License Agreements Software Development None 06/10/05 ES&S
ESS Sample Deliverable Timeline None None ES&S
ES&S Software/Firmware Acceptance 1.0 02/25/08 ES&S
ESSCRYPT Functional Specification Version 1.8.1.0 None 11/16/07 ES&S
ESSDECPT Functional Specification Version 1.8.1.0 None 11/16/07 ES&S
ESS Hardware Revision History None 11/02/07 ES&S
ESS Image Manager (ESSIM) Checklist-Election Day Training Manual None 08/2007 ES&S
ESS Image Manager Test Case Specification Software Version 7.7.0.0 None 10/17/08 ES&S
Test Case 2.0

ESSXML File Specification None 04/30/07 ES&S
Hardware Revision Description 1.0 08/27/07 ES&S
Hardware Programming Manager (HPM) Checklist-Election Day Training | None 08/2007 ES&S
Manual

Hardware Programming Manager Test Case 1.0 Unity Version 4.0 None 06/06/08 ES&S
Letter- EAC Decision on Request for Interpretation 2008-05 Voting None 09/23/08 ES&S
Equipment Durability
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Interface (IFC) File Specification None None ES&S
ISO Certification Pivot None None ES&S
Ricoh Electronics Quality Manual 4.0 07/06/06 ES&S
Jurisdiction Security Procedures Version 1.0.0.1 None 05/09/08 ES&S
Language Data File Specification None 04/30/07 ES&S
Setting the Date and Time on a Model 100 Scanner None 05/13/08 ES&S
Setting the Date and Time on a Model 650 Scanner None 05/13/08 ES&S
Model 650 Output File Specification None None ES&S
Setting the Machine ID on a Model 650 Scanner None 05/13/08 ES&S
Model 650 Test Case Specification Firmware Version 2.2.1.0 Hardware None 10/17/08 ES&S
Version 1.1 Test Case 1.0

OmniDrive USB/USB2 Installation Guide 1.0 05/20/08 ES&S
Open Source & 3rd Party Code Management Procedure None 01/03/06 ES&S
Election Results Export (EXP) Election Day Checklist None 02/29/08 ES&S
Model 650 Election Day Checklist Version Number 2.2.1.0 1.0 02/29/08 ES&S
Model 650 Pre-Election Day Checklist Version Number 2.2.1.0 1.0 02/29/08 ES&S
Model 650 Handout A: Setting the Date & Time None 02/29/08 ES&S
Product Release Request None None ES&S
Quality Assurance Manual K 03/17/05 ES&S
QMI Management Systems Registration Certificate of Registration None None ES&S
QMI Certificate of Registration None None ES&S
RM/COBOL® Installation Guide 11 05/20/08 ES&S
ES&S Software Validation Phase | Create ES&S Preliminary Definition 1.1 04/10/08 ES&S
File

ES&S Software Validation Phase II-Create ES&S Package Definition 1.2 04/10/08 ES&S
File-Using the ES&S Software Validation Utility

ES&S Software Validation Phase IlI-ES&S Software Validation 11 04/10/08 ES&S
Procedure-Using the ES&S Software Validation Utility

Unity 3.2.0.0 Source Code Repository & Version None No date ES&S
ES&S Configuration Management Plan 4.0 05/21/09 ES&S
System Change Notes 1.0 11/25/08 ES&S
Election Systems and Software System Unity 3.2.0.0 7.0 07/10/09 ES&S
2002 VSS Supported Functionality Declaration Unity 3.2.0.0 None 10/29/08 ES&S
Election Systems & Software System Limitations Unity v. 3.2.0.0 6.0 05/08/09 ES&S
ES&S TDP Organization and Abstract Rev 1.0 No Date ES&S
Requirements of the 2005 VVSG Trace to Vendor Testing and Technical | None 07/13/09 ES&S
Data Package

Election Systems & Software ES&S Quality Assurance Program 3.0 06/16/09 ES&S
Manufacturing Unity v. 3.2.0.0

Election Systems & Software ES&S Quality Assurance Program 3.0 06/16/09 ES&S
Software and Firmware Unity v. 3.2.0.0

Audit Manager 7.5.0.0 Relational Model None None ES&S
Election Data Manager 7.8.0.0 Election Tables Relational Model None None ES&S
Election Systems & Software ES&S Software Design Specifications 2.0 06/15/09 ES&S
Audit Manager Unity v. 3.2.0.0

Election Systems & Software ES&S Software Design Specifications 2.0 06/15/09 ES&S
DS200 Unity v. 3.2.0.0

Election Systems & Software ES&S Software Design Specifications 3.0 06/15/09 ES&S
Election Data Manager (EDM) Unity v. 3.2.0.0

Election Data Manager 7.8.0.0 County Tables Relational Model None None ES&S
ES&S Software Design Specifications ERM Unity v. 3.2.0.0 3.0 06/19/09 ES&S
ES&S Software Design and Specification ES&S Ballot Image Manager 3.0 06/16/09 ES&S
(ESSIM) Unity v. 3.2.0.0

ES&S Software Design and Specification Hardware Programming 2.0 06/15/09 ES&S
Manager (HPM) Unity v. 3.2.0.0

ES&S Software Design Specifications Model 650 Unity v. 3.2.0.0 2.0 04/05/09 ES&S
ES&S System Functionality Description Model 650 Unity v. 3.2.0.0 2.0 04/03/09 ES&S
Election Systems & Software ES&S System Functionality Description 2.0 06/15/09 ES&S
Audit Manager Unity v. 3.2.0.0

Election Systems & Software ES&S System Functionality Description 2.0 06/15/09 ES&S
DS200 Unity v. 3.2.0.0
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ES&S System Functionality Description EDM Unity v. 3.2.0.0 3.0 04/03/09 ES&S
ES&S System Functionality Description ERM Unity v.3.2.0.0 5.0 06/23/09 ES&S
ES&S System Functionality Description ES&S Ballot Image Manager 2.0 04/09/09 ES&S
(ESSIM) Unity v. 3.2.0.0

ES&S System Functionality Description Hardware Programming 2.1 04/09/09 ES&S
Manager (HPM) Unity v. 3.2.0.0

ES&S System Hardware Specification Model 650 1.0 11/1742008 | ES&S
ES&S System Hardware Specification DS200 Unity v. 3.2.0.0 2.0 04/06/09 ES&S
Election Systems & Software ES&S System Hardware Specification 2.0 06/15/09 ES&S
Model 650 Unity v. 3.2.0.0

ES&S DS200 System Maintenance Manual Hardware Version 1.2.0 None 06/23/09 ES&S
Firmware Version 1.3.10.0

ES&S Model 650 System Maintenance Manual None 01/30/09 ES&S
ES&S Audit Manager System Operations Procedure Version Release None 05/26/09 ES&S
7.5.2.0

ES&S DS200 System Operations Procedures Hardware Version 1.2.1 None 06/19/09 ES&S
Firmware Version 1.3.10.0

ES&S Election Data Manager System Operating Procedures Release None 05/26/09 ES&S
Version 7.8.1.0

ES&S Election Reporting Manager Release Version 7.5.4.0 None 06/24/09 ES&S
ES&S Image Manager System Operations Procedure Version Release None 04/03/09 ES&S
7.7.1.0

ES&S Hardware Programming Manager System Operations Procedure Unity 05/11/09 ES&S
Version Release 5.7.1.0 v.3.2.0.0

ES&S Model 650 System Operation Procedures Release Firmware None 05/29/2009 ES&S
Version 2.2.2.0 Hardware Version 1.1 and 1.2

ES&S System Security Specification Version Release 4.0.0.0 None 03/27/09 ES&S
Hardening Procedures for the Election Management System PC None 7/14/09 ES&S
Election Systems & Software Unity System Test Plan Version 3.2.0.0 2.0 06/16/09 ES&S
Audit Manager Test Case Specifications Software Version 7.5.0.0 Test None 02/23/09 ES&S
Case 1.0

ES&S Personnel Deployment and Training Recommendations 1.0 11/21/08 ES&S
DS200 Election Day Checklist Version Number 1.3.7.0 None 05/09/08 ES&S
DS200 Pre-Election Day Checklist Version Number 1.3.7.0 None 11/20/08 ES&S
Election Results Export (EXP) Election Day Checklist Version Number None 02/29/08 ES&S
4.0.0.0

Model 650 Election Day Checklist Version Number 2.2.1.0 None 02/29/08 ES&S
Model 650 Pre-Election Day Checklist Version Number 2.2.1.0 None 02/29/08 ES&S
M650 Setting Date Time None 02/20/09 ES&S
DS200 Precinct Ballot Scanner Election Day Training Manual Version None 06/22/09 ES&S
Number 1.3.10.0

DS200 Precinct Ballot Scanner Pre-Election Day Training Manual None 06/22/09 ES&S
Version Number 1.3.10.0

Election Data Manager Training Manual None 02/20/09 ES&S
ESSIM Training Manual Version Number 7.7.x None 02/20/09 ES&S
Election Results Export (EXP) Election Day Checklist Version Number None 02/29/08 ES&S
4.0.0.0

Hardware Program Manager Training Manual None 02/20/09 ES&S
Model 650 Election Day Checklist Version Number 2.2.1.0 None 02/29/08 ES&S
Model 650 Pre-Election Day Checklist Version Number 2.2.1.0 None 02/29/08 ES&S
U3200_TRNOO_M650_SettingDateTime None 02/20/09 ES&S
Election Systems & Software ES&S Personnel Deployment and Training | 2.0 06/16/09 ES&S
Recommendations Unity v. 3.2.0.0

Installation Guide Windows XP On Dell Optiplex GX520 1.2 05/21/08 ES&S
Verify DS200 Operating System Using Open SSL None 09/19/08 ES&S
ES&S LogMonitor System Operations Procedures None No Date ES&S
ES&S Software Design Specifications LogMonitor 1.0 07/13/09 ES&S
ES&S System Functionality Description LogMonitor 1.0 07/13/09 ES&S
Technical Documentation Package Unity 3.2.0.0 None No Date ES&S
EAC Application Documents

VSTL Source Code Status Report None None ES&S
AIMS Requirements Trace Matrix Unity 9/2/08 ES&S
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Title | Version | Date Author
v.3.2.0.0

AutoMARK Requirements Trace Matrix Unity 9/2/08 ES&S
v.3.2.0.0

Requirements of the 2005 VVSG Trace to Vendor Testing and Technical | Unity 10/29/08 ES&S

Data Package v.3.2.0.0

2002 VSS Supported Functionality Declaration Unity 3.2.0.0 Unity 10/29/08 ES&S
v.3.2.0.0

Unity 3.2.0.0 Implementation Statement Unity 10/29/08 ES&S
v.3.2.0.0

Unity 3.2.0.0 Unity No date ES&S
v.3.2.0.0

Unity 3.2.0.0 Application Unity 10/29/09 ES&S
v.3.2.0.0

Build and Installation

AIMSCRYPT Build Environment Compile-Install Guide 1.0 5/23/09 ES&S

AutoMARK VAT Printer Engin Board Firmware Compilation Instructions 2 06/09/09 ES&S

AutoMARK VAT Firmware and Hardware Installation Instructions version | 3 06/01/09 ES&S

1.3.157

AutoMARK VAT Software and Firmware Compilation Instructions 16.0 05/20/09 ES&S

Build Procedure ESS Linux 7.2 Beyond Linux From Scratch (BLFS) 3.1 04/22/09 ES&S

Build Procedures DS200 Firmware 1.2 06/25/09 ES&S

Build Procedure Detail DS200 Firmware 3.6 06/25/09 ES&S

Pre-Build Task List DS200 Firmware Unity 3.2.0.0 1.1 06/25//09 ES&S

Build Procedure DS200 TOS 1.0 04/30/09 ES&S

Build Procedure ESS Linux 6.2 Target Operating System (TOS) 3.1 04/22/09 ES&S

Pre-Build Task List DS200 TOS Unity 3.2.0.0 1.0 05/13/09 ES&S

Build Procedure ESS Linux 6.2 Linux From Scratch (LFS) 2.1 04/20/09 ES&S

Install Procedure Cypress EZ-USB 1.0 04/13/09 ES&S

Build Procedure DS200 Ancillary Devices Unity 3.2.0.0 1.0 04/30/09 ES&S

Pre-build Task List DS200 Ancillary Devices Unity 3.2.0.0 1.0 05/13/09 ES&S

Install Prodecure IAR Embedded Workbench 1.0 04/13/09 ES&S

Install Procedure Keil uVision3 Development Tools 1.0 4//13/09 ES&S

Installation Guild Microsoft Windows XP with Service Pack 3 on Dell 1.0 03/31/09 ES&S

Optiplex GX520

Pre-build Task List Model 650 Unity 3.2.0.0 1.0 05/13/09 ES&S

Build Procedure Model 650 1.0 05/12/09 ES&S

Installation Guide QNX Software Systems, Ltd. QNX 4.25 Product Suite ES&S

May 2001 1.0 05/12/09

Installation Guild Avocet Systems Inc. ADX-Z180 Version 5.2 1.0 04/30/09 ES&S

Installation Guild Sequiter Software CodeBase 6.5 Release 3 221 04/21/09 ES&S

Installation Guide Business Objects Crystal Reprots 9 Developer, Full 222 04/29/09 ES&S

Product with Hot Fixes

Installation Guild Install Shield Express, 2.12 2.21 11/30/08 ES&S

Installation Guide InstallShield Professional, 7.01 2.2 03/23/09 ES&S

Installation Guide CSM GmbH PC=Card SDK v.2.20 1.0 04/30/09 ES&S

Installation Guild Liant RM/COBOL Developer 11.01 Liant RM/COBOL 3.3.2 04/29/09 ES&S

WOW Extensions 11.01

Installation Guide Microsoft Windows XP On Corsair PC 1.0 4/22/09 ES&S

Election Systems & Software Build Procedure Unity Software 15 06/16/09 ES&S

Applications Unity 3.2.0.0

Election Systems & Software Build Procedure Unity Software 1.0 06/25/09 ES&S

Applications Unity 3.2.0.0 (Supplimental Build A)

Pre-build Task List Unity Software Applications Unity 3.2.0.0 1.0 05/13/09 ES&S

Pre-build Task List Unity Software Applications (Supplemental Build A) 1.0 06/19/09 ES&S

Unity 3.2.0.0

Pre-build Task List Unity Software Applications (Supplemental Build B) 1.0 07/10/09 ES&S

Unity 3.2.0.0

Election Systems & Software Build Procedures Unity Software 1.0 7/13/09 ES&S

Applications Unity 3.2.0.0 (Supplemental Build B)

Installation Guide Young Dynamic Software vbAdvance 3.1 1.3.1 04/30/09 ES&S

Installation Guide Microsoft Visual Studio 6.0, Enterprise Edition with 2.0.1 04/30/09 ES&S

Service Pack 5

Page 29 of 283

(V)2009-30Jun-001(D)




EAC Certification # ESSUnity3200

Title | Version | Date Author

Installation Guide Microsoft Visual Studio 2005 Professional Edition 2.0 04/21/09 ES&S

Installation Guide Macrovision InstallShield 2008 Premier Edition 211 4/25/09 ES&S

Standalone Build with Script Objects

Election Systems & Software Build Procedures Unity Software 1.0 07/13/09 ES&S

Applications Unity 3.2.0.0 (Supplemental Build B)

Pre-Build Task List Unity 3.2.0.0 (Supplemental Build B) Unity Software 1.0 07/10/09 ES&S

Applications

Engineering Change Orders

ECO 802 wREV ID Unity 12/05/08 ES&S
v.3.2.0.0

ECR037120408 Unity 12/04/08 ES&S
v.3.2.0.0

ECO 803 wRev ID - cable Unity 12/15/08 ES&S
v.3.2.0.0

ECR033120108 Unity 12/01/09 ES&S
v.3.2.0.0

ECO 825 Unity 04/13/09 ES&S
v.3.2.0.0

AG64L64T8SHC4S Unity 03/25/09 ATP Electronics
v.3.2.0.0

ECO 826 DS200 DRAM 2nd source Unity 04/13/09 ES&S
v.3.2.0.0

TS64MLD64VAF_2430_S Unity no date ATP Eletronics
v.3.2.0.0

ECO 827 - UPS Unity 04/29/09 ES&S
v.3.2.0.0

ECO 829 DS200 ground printer board Unity 05/06/09 ES&S
v.3.2.0.0

ECO 830 -USB circuit board Unity 5/6/09 ES&S
v.3.2.0.0

ECO 831 DS200 version ID Unity 05/06/09 ES&S
v.3.2.0.0

ECO 833 DS200 Corrected part number typo (ECO 741) Unity 06/25/09 ES&S
3.2.0.0

ECO 834 DS200 New production grounded printer bracket Unity 717109 ES&S
3.2.0.0

ECO 835 DS200 Cable routing Unity 7/13/09 ES&S
3.2.0.0

ECO 795 DS200 Battery D Unity 9/19/08 ES&S
3.2.0.0

APC spec Back-UPS RS 1500VA None no date APC

Belkin Spec UPS change None no date Belkin

Table 11 Other Software, Hardware and Materials
Material Material Description
Other

Use in the Voting System

Paper ballots COTS printed ballots:
14 inch 216 positions
14 inch 288 positions

19 inch 408 positions

Paper ballots to record votes

Ballot Pens ES&S ballot marking Pen Marking votes on paper ballots
DS200 Media USB (512 MB, 2 GB, 4 GB, & 8 GB) | DS200 media storing the election data and
the election results
Paper rolls COTS Thermal paper, internal DS200 reports printer (open and close
thermal printer polls reports)
VAT Media 256 MB CompactFlash VAT media storing election data

Ink cartridges

Black ink

VAT ink to mark ballots and print reports

Paper (9 1/2 X 11 - 1 ply Computer
form)

COTS paper, Oki Microline 520 and
Epson printers

M650 audit log and results printer paper

M650 Media

lomega Zip Disk (100 MB)

M650 election data and transfer disk.

Norton AntiVirus

Viruses and malicious software

Unity and AIMS PC antivirus protection

Page 30 of 283

(V)2009-30Jun-001(D)




Material

Material Description
protection

EAC Certification # ESSUnity3200

Use in the Voting System
software

Multiple desktop and laptop PCs

A variety of PCs running Microsoft
operating systems

Supplied by iBeta: Preparation,
management and recording of test plans,
test cases, reviews and results

Repository servers

Separate servers for storage of test
documents and source code,
running industry standards
operating systems, security and
back up utilities

Supplied by iBeta: Documents are
maintained on a secure network server.
Source code is maintained on a separate
data disk on a restricted server

Microsoft Office 2003 & 2007

Excel and Word software and
document templates

Supplied by iBeta: The software used to
create and record test plans, test cases,
reviews and results

SharePoint 2003

TDP and test documentation
repository

Supplied by iBeta: TDP and test
documentation repository and
configuration management tool

Other standard business application
software

Internet browsers, PDF viewers
email

Supplied by iBeta: Industry standard tools
to support testing, business and project
implementation

Visual Studio 2003 v.7.1.3808
(Microsoft)

Build and source code review
Integrated Development
Environment

Supplied by iBeta: View source code
review

RSM v.6.92
(M Squared Technologies)

C, C++, Java & C# static analysis
tool

Supplied by iBeta: identify line counts and
cyclomatic complexity

Beyond Compare 2 v.2.4.3 (Scooter
Software)

Comparison utility

Supplied by iBeta: used to compare
file/folder differences

WinDiff 5.1 (Microsoft)

Comparison utility

Supplied by iBeta: used to compare
file/folder differences

Hash.exe v.7.08.10.07.12 (Maresware)

Hash creation utility

Supplied by iBeta: used to generate hash
signatures for Trusted Builds

Automation Anywhere 4.0

Automation tool

Supplied by iBeta: used to execute
Volume 3.

Nessus 4.0.0.987

Security tool

Supplied by iBeta: Tenable Network
Security. Used on the Unity PC for
security testing

Trusted Build Software

This is listed in Appendix G: Trusted
Build & Validation Tools Unity 3.2.0.0
voting system
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4 \Voting System Overview

The ES&S Unity 3.2.0.0 is a paper-based voting system that includes the election management software
applications: Election Data Manager, ES&S Ballot Image Manager (ESSIM), Hardware Programming Manager
(HPM), AutoMARK Information Management System (AIMS), the audit software, : Audit Manager, and the Election
Reporting Manger (ERM) central counts reporting software. Paper ballots can be printed by Ballot-on-Demand
COTs printer in addition to providing ballots to commercials printers for printing. The voting system includes the
DS200 precinct optical scanner hardware and firmware, the AutoMARK Voter Assist Terminal A100, AutoMARK
Voter Assist Terminal Model A200 precinct ballot marker hardware and firmware and the Model 650 central count
hardware and firmware.

4.1 Election Management System- Pre Voting Capabilities

The Unity 3.2.0.0 election management system pre-vote functions are performed by five software applications that
are installed on two COTS PCs.

4.1.1 Election Data Manager (EDM)
The Election Data Manager functionality includes:
e Definition of election databases for the M650 and DS200 paper ballot scanners and VAT paper ballot
marker;
e Creation and edit of closed, open and pick-a-party primaries and general elections with office, candidate
election, and absentee preferences;

e Set up of early, Election Day and absentee voting;

e Creation and edit of new elections from existing files;

e Creation and edit of ballot sets, rotations, groupings and straight party;

e Creation and edit of parties, candidates, referendum, recall questions, and write-in targets;

e Creation, edit and assignment of precincts and polling places;

e Creation, edit and generation of ballot styles;

e Merging preferences;

e Use of the Import Wizard to import lists of parties, language, precincts, county, district typed, district
names, district relations, office headings, office relations, candidates, and polling places;

e Addition and edit of language files;

e Select and generate statistical counters;

Display, print and export of EDM reports, including: Master Precinct Report, District Names, District
Relations, District Relations by Precinct, Master Office, Party, Office Headings, Precincts this Election,
Offices this Election, Office Relations, Candidates this Election -in party order sorted by last name, Offices
and Candidates this election Ballot Styles in Ballot Style Order, Ballot Styles in Precinct Order, Ballot
Galley Report (Precinct/Office/Candidate), Candidate Rotations by Office, and Standard Rotation;

e Generates the interface file(.iff) and ballot set collection file (.bsc) to create the ballot data file (.bdf); and
Back up of election files.

4.1.2 ES&S Ballot Image Manager (ESSIM)

The ES&S Image Manage (ESSIM) is a desktop publishing tool to design and publish Election Systems and

Software (ES&S) paper ballots for the Unity 3.2.0.0 DS200 precinct scanner and the M650 central count scanner.

ESSIM is used to:
e Import the ballot data file(.bdf) from EDM;

Create and edit ballot formats for ES&S ballot services or a printer to print official ballots;

Create and edit style sheets for ballot elements corresponding to EDM election data (offices, parties,

candidates, etc.);

Create and edit text frames to place instructional text on a ballot;

Create and edit graphic frames to place images on a ballot;

Create and edit production frames to place variable information (precinct or style identifiers) on a

ballot;

Reuse previously created ballot formats;

Use layouts created with the program to print extra Election Day ballots with Ballot on Demand;

Reads and convert the information contained in an EDM election database into finished ballot layouts;

Generation of the interface file (ifc);
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e Generate Ballot Validation and Ballot Style Reports to validate election data properly fits the ballot and
is properly positioned; and

e Package elections for back up, transfer to other computers or send to ES&S as requested for election
support.

4.1.3 Hardware Programming Manager (HPM)
Hardware Programming Manager (HPM) is used to convert the election file for use with Election Reporting Manager
(ERM) and for create election parameters and loading them to the memory device for the DS200 or M650.
e Create and edit the election shell for importation of the interface file (.ifc);
e Create and edit access control for HPM and the DS200;
e Set and edit jurisdiction tabulator controls for selection of equipment and tape/report printing
sequence and "vote for" information;
e Set and edit election specification tabulator controls for handling of blank, cross-voted, write-ins;
unreadable marks, absentee ballots and report printing;
Set and edit certification tabulator controls for text to appear on reports and tapes;
e Write elections to zip disk and USB memory storage devices for the M650 and DS200;and
e Update the election for use by AutoMARK Information Management System (AIMS) and the Election
Reporting Manager (ERM).
HPM may also be used for coding an election, if necessary. HPM permits importation, formatting, and conversion
of the election file, definition of districts, election contests and candidates, election definitions for ballot scanning
equipment.

4.1.4 AutoMARK Information Management System (AIMS)
The AutoMARK Information Management System includes the AIMS application software installed on a COTS PC.
It was originally developed by Automark Technical Services, LLC (ATS) and acquired by ES&S. ES&S has
assumed responsibility for the product. The AIMS application manages information required by the AutoMARK
Voter Assist Terminal (VAT) for an election, including:

e Importation of HPM election files and a corresponding printed optical scan ballot;

e  Optional manual entry of election data;

e Edit of stored election multilingual text information for proper pronunciation of synthesized speech
messages;
Storing of recorded multilingual voice messages in WAV format;
Writing of the election database to a compact flash memory card (FMC) in order to provide ballot
content information to the VAT;
Review ballot set-up and preview on-screen ballot display;
Performs no ballot counting or vote counting/reporting functions;
Logging of changes to the election database in the AIMS audit log; and
Backing up (archive) of the election database.

4.1.5 Audit Manager (AM)
EDM and Image Manager use Audit Manager to store detailed logs of the actions performed in both programs.
Audit Manager:

o Prints or displays audit listings;

e Listings include date and time stamps;

e Listings can be exported;

» Displays logs in cascade, vertical and horizontal views; and

o Archives logs.

4.1.6 LogMonitor

The LogMonitor is used to Check the status of the Windows Event Log and does not allow any of the ES&S
applications to run if the Event Log feature is disabled or is not configured properly.
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4.2 Polling Place- Voting Capabilities

The Unity 3.2.0.0 polling place voting functions are performed by the intIElect DS200 Precinct Scanner and the
AutoMARK Voter Assist Terminal.

42.1

intlElect DS200 Precinct Ballot Scanner

The intlElect DS200 is a jurisdiction-wide election tabulation system. DS200 scanners

Process single or dual-sided paper ballots for up to ten Election Day precincts and 1639 Early Voting
precincts;

Permit programming of separate election groups for the procedural processing and storage of provisional
ballots separately from Election Day totals for inclusion, after determination of voter validity;

Support Early Voting;

Permit opening, closing and reopening of the polls;

Automatically prints a Zero report when the polls open;

Can be configured to automatically print one or more reports (Status, Race Results, Certification or Audit
Log)

Have a public counter that displays the number of ballots cast;

Store paper ballots in attached ballot storage bins (key locked ballot boxes);

Do not store any ballot data; all ballot data, election totals and optional ballot images are stored on an
external USB flash drive which can be transported to a central count location;

Prevents access to the USB election flash drive via a key locked compartment;

Print reports including: Election Startup, Poll Closing, Diagnostic, Initial State, Audit Log, Zero and
Certification;

Audit logging and reporting;

Prohibit transmitting of results by removal of the modem. (Transmission of results via the public telephone
network is excluded from testing in Unity 3.2.0.0); and

Operates on standard or two hour back-up battery power.

4.2.2 AutoMARK Voter Assist Terminal (VAT)

The AutoMARK VAT is an automated voter assistive paper ballot marking device. It was originally developed by
Automark Technical Services, LLC (ATS) and acquired by ES&S. ES&S has assumed responsibility for the
product. Four configurations of the VAT were submit for certification in Unity 3.2.0.0. A description of the four
configurations and their differences is found in Section 3.1 Submitted Voting System Identification.
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The VAT device assists voters with visual, language and manual dexterity challenges. It only displays ballot for
marking on paper. Temporary memory only retains votes until the printing operation is complete. VSS
requirements for a DRE are applicable for ballot display and voter selection functions, only. The VAT is exempt
from vote storage and reporting function requirements. The VAT:
e Incorporates a touch screen monitor, tactile input buttons, connections for assistive input devices,
audio output and a ballot marking printer;

e Password protects the System Maintenance Menu for setting date/time and loading firmware;

e Permits installation of an AIMS election database on a compact flash memory card;

e Provides a test mode for performance of set-up, reporting and maintenance functions;

e Provides audio, printing, screen and button readiness tests and verification of the ballot definition;

e Draws a preprinted blank ballot from the voter input tray and scans a preprinted bar code on the ballot
to determine the form of ballot inserted;

e Presents the voter with the options to make a language selection for either an audio or visual ballot;

e Presents the voter with controls to adjust the display contrast/size, volume, speed for synthesized
speech and repeat audio output;

e Present the ballot as a series of menu-driven voting choices on a color screen;

e Permits vote selection inputs via a touch screen or assistive switch-based devices (foot paddles);

e Accumulates the voter's choices in an internal memory until the voter has completed the selection
process;

e Provides a summary of the voterds choices for review

e Marks and prints the paper ballot following voter confirmation of the summary;

e Accommodates insertion of the ballot in any orientation;

e  Prints single and double-sided ballots;

e Returns the ballot to the voter after printing is completed;

e Clears its internal memory so that the paper ballot is the only lasting record of voter selections;

e Prevents access to the compact flash memory card via a key locked compartment;

e Operates on standard or back-up battery power; and

e Provides a date/time stamped audit log of ballot marking operations that can be viewed or printed.

4.3 Central Count Scanner- Post Voting Capabilities

The central count scanner functions are performed by the Model 650 Central Ballot Scanner.

4.3.1 Model 650 Central Ballot Scanner (M650)

The Model 650 Central Ballot Scanner is a high-speed, computerized, paper ballot, optical mark reader. The M650
scanner:
e« Options include a left and right ballot oval read and red and green light optical read;
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Loads and tests election definitions and readiness for Election Day tasks;

Checks the pre-printed codes along the ballot edge to determine each ballot's precinct, split and type;

Reads voter choices for candidates or issues in a fraction of a second for each ballot.

Checks for ballot irregularities, stops and provides the operator instructions for handling the ballot;

Tabulates votes in each race and tracks the race count and total ballots by precinct;

Permits separate scanning for Election Day and Absentee ballots;

Permits sorting of over-voted, blank and write-in ballots;

Tracks absentee results by a user determined method defined in the election definition;

Clearing of vote counts to permit rescanning for accidental user counting errors;

Generates printed reports on-demand to provide up-to-the-minute totals by precinct, city, or by county;

Provides report options for inclusion of over and under-votes, totals per race, ranking of candidate by votes

received, certification messages and write-ins;

Provides a time/date stamped audit log of scanner activities on a separate printer.

e Saves election results to a zip disk in order to make a permanent record of the election, transfer to ERM or
to use as backup data;

« Permits adding of vote totals from a zip disk into the scanner; and

+ Network card can be removed to disable networking capabilities (Networking is excluded from testing in

Unity 3.2.0.0.

4.4 Election Management System- Post Voting Capabilities

The post vote consolidation and reporting functions are performed by the Election Reporting Manager.

4.4.1 Election Reporting Manager

El ection Reporting Manager (ERM) is ES&SO6s election result

updated election totals on a monitor as election data is consolidated. ERM:

e  Supports configuration of uses and user permissions to limit access to specific functions;

Warns the user when votes are present in the election database at startup;

Supports creation of the Results Database for an election;'

Supports creation and definition of Groups;

Only supports importation of election results from the M650 on zip disks and DS200 on USB memory drives

in Unity 3.2.0.0;

Supports manual entry of hand counted election results;

e  Supports close out of Precincts with no ballots cast;

e Generates paper and electronic reports: including ; Precinct, Precinct Group Detail, Election Summary,
election Summary with Group Detail, Canvas (Numbered Key, Statistics, Numbered Key Districts only,
Numbered Key Districts Turnout only, Name heading, District Totals, Block Style, Jurisdiction, Local Office,
Precincts Counted Precincts Completed Listing, Precincts Process Listing), and System Log;
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Supports temporary suppression and subsequent release of precinct results for unique circumstances that
may require investigation prior to release of results to prevent counting errors or vote total altering problems;
Supports merging of election results from multiple ERM with files transferred on 3.5 inch disk or other
appropriate memory devices. It does not support transmission of results via the public telephone or a local
area network in Unity 3.2.0.0 (no testing was performed for network transmission of results);

Support creation of state specific transfer and web files;

Was not submitted for use with the iVotronic or M100 scanner in Unity 3.2.0.0 (no testing was performed
with these tabulators).
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5 Certification Review and Test Results

The results and evaluations of the PCA and FCA reviews tests are identified below. Detailed data regarding the
Acceptance/Rejection criteria, reviews and tests are found in the appendices.
¢ Appendix A identifies all certification test requirements traced to specific Test Cases
Appendix B identified the PCA Source Code Review Acceptance/Rejection criteria
Appendix C identifies the PCA TDP Document Review Acceptance/Rejection criteria
Appendix D identifies all FCA Testing Acceptance/Rejection criteria
Appendix E identifies the PCA and FCA Discrepancies reported during review and testing

5.1 PCA Source Code Review

The source code review was performed by SysTest in the Unity 4.0.0.0 test effort. Documentation of that review is
addressed in the Summary Report of the testing performed by SysTest. iBeta performed a 3% Source Code
Review and provided a recommendation to the EAC regarding reuse of the SysTest code review for Unity 3.2.0.0.
Any subsequent changes to source code submitted by ES&S for Unity 3.2.0.0 were review by iBeta. The
application LogMonitor was submitted and subjected to a 100% code review.

During receipt and check in of the Unity 3.2.0.0 source code delivered by ES&S, iBeta observed if the source code
version control was consistent with the ES&S configuration management practices.

5.1.1 3% Source Code Review Assessment for Reuse Results

The 3% source code review was conducted using iBeta's standard PCA Source Code Review Procedure. The
detailed process for this review is found in Appendix H Amended Test Plan section 2.1.3.1 Documentation of the
3% Source Code Review Process. This detail includes information about the language specific interpretations VSS
2002 (Vol. 1 Sect. 4.2.2 through 4.2.7, 6.2 & 6.4.2; and Vol. 2 Sect. 2.4.5.d & 5.4.2), use of analysis tools, sampling
selection, management of code, and peer review.

Potential logic issues, flagged as yellow, needed an EAC decision. There were no confirmed logic issues, which
otherwise would have been flagged red. These were submitted to the EAC as individual discrepancy spreadsheets
provided as separate confidential compressed files delivered on CD.

A total of 330 discrepancies were identified. The majority, 307 or 93%, were categorized as non-logic issues
(Green- comments, headers, formatting, and style only, recommendation of reuse). The remaining 23
discrepancies were categorized as Yellow EAC Decision. These discrepancies with ES&S responses were
forwarded to the EAC with the iBeta recommendation (see Appendix B). There were no confirmed logic issues
(Red- recommendation of 100% review).

ES&S provided justification for non-compliance or their disagreement with the iBeta interpretation of the VSS 2002
requirements. As iBeta had established a precedent in testing for other clients and the iBeta interpretations must
be applied consistently to all manufacturers under test with iBeta. However, iBeta acknowledged that in some
instances other interpretations are possible and the EAC Reviewers could determine if these alternative
interpretations were acceptable.

In order to provide a recommendation, iBeta evaluated the results of the 3% source code review. Whereas the
results would be recommended for acceptance if only non-significant discrepancies were found (i.e. less critical
requirement or interpretations inconsistent with documented industry accepted practices), there were discrepancies
written that potentially impact the source code. Thus iBeta initiated two additional analyses:

« iBeta confirmed that the results of the 3% source code review were consistent with the previous results
(not identical but consistent). This confirmation was reached by reviewing the types of discrepancies
generated by SysTest in the 100% review against those generated by iBeta.

« iBeta reviewed the severity of the discrepancies identified and assessed that the number of discrepancies
potentially impacting the source code is considered very low versus the overall number of discrepancies
consistent with a 100% review. The severity of the discrepancies and the manufacturer responses further
indicate that the majority of the potential logic discrepancies would be resolved without source code
modifications.

Based on the limited or perhaps non-impact on the source code as a result of these discrepancies, iBeta
recommended reuse of the results of the SysTest source code review. In EAC letter to iBeta QA Director on reuse
of testing the EAC approved the reuse of the source code review conducted by SysTest Labs. The data supporting
this review are found in Appendix B.
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5.1.2 Unity 3.2.0.0 Source Code Review Results

The code submitted for reuse was a baseline that remained essentially unchanged during the iBeta portion of
certification testing. ES&S did submit a minor update to Audit Manager which was reviewed and incorporated into a
witnessed build prior to iBeta initiating testing. ES&S' configuration management policy does not permit them to
perform a new build with the same version information. Hence the source code had to be updated to reflect a new
build version for the Trusted Builds performed by iBeta. ES&S resubmitted code with the updated versions. iBeta
performed a differences check and confirmed if review of the code was required. If any changes requiring code
review were found, the code was reviewed. There were no discrepancies in any of the code delivered for the initial
Trusted Build. Functional discrepancies 121 and 151 required delivery of software fixes in ERM and the DS200
Firmware. A limited number of header comment discrepancies were identified in ERM and forwarded to ES&S for
resolution. No discrepancies were indentified in the LogMonitor Source Code Review..

The data supporting this review are found in Appendix B. No instances of inconsistency in the version control of
code delivered by ES&S was noted.

5.2 PCA TDP Document Review

The PCA Technical Data Package Document Review was performed by SysTest in the Unity 4.0.0.0 test effort.
Documentation of that review is contained in the attached document Summary Report of the testing performed by
SysTest. As part of ES&S' petitioned to reuse the Unity 4.0.0.0 TDP without removing the products that were out of
scope of Unity 3.2.0.0. In permitting ES&S to do this, the EAC required a disclaimer be inserted into the individual
documents clearly identifying the out of scope product content and that the out of scope content and products were
not certified in Unity 3.2.0.0.

As instructed by the EAC iBeta performed an audit to assess and recommend if any additional review was required.
The audit of the ES&S Unity 3.2.0.0 Technical Data Package (TDP) was in accordance with the EAC instructions.
iBeta sampled the ES&S Unity 3.2.0.0 documents. The sample selection included the documents identified in the
SysTest Labs issued discrepancies and documents needed to complete the Unity 3.2.0.0 trusted builds, a sample
3% source code review, test planning and test execution. Criteria for the review included confirmation that the Unity
3.2.0.0 documents addressed any document discrepancies within the scope of the Unity 3.2.0.0 test effort and the
content provided sufficient information in order to complete the test tasks list above.

iBeta conducted a PCA Document Review of the LogMonitor TDP.

During receipt and check in of the Unity 3.2.0.0 TDP iBeta observed if document version control was consistent with
the ES&S configuration management practices.

5.2.1 Unity 3.2.0.0 TDP PCA Document Review Results

iBeta identified the SysTest PCA Document Review of Unity 4.0.0.0 adequate for reuse. This was reported to the
EAC Links to the applicable recommendation and reuse approval are contained in Appendix C. Any errors or
nonconformities observed in this review and any subsequent use of the documentation was summarized in
Appendix E- Discrepancy Report. Documentation of corrections and verification of corrections are contained in
each summary. Any instance of inconsistency in the version control of the delivered documents was reported as an
informational issue.

No discrepancies were encountered in the LogMonitor PCA Document Review. Results are identified in Appendix
C.

5.3 FCA Functional System Level, Accessibility, Maintainability,
Accuracy & Reliability Testing and Reuse of Testing

The Functional System Level, Accessibility, Maintainability, Accuracy and Reliability test was performed by SysTest
in the Unity 4.0.0.0 test effort. Documentation of that testing is contained in the attached document Summary
Report of the testing performed by SysTest.

iBeta performed a single regression end-to-end mock election to demonstrate the integrated functionality and
processes of the ES&S Unity 3.2.0.0. Additional functional system level test coverage was provided in the Volume
suite of tests. Testing was conducted on the system configuration identified in Section 3. The application was
tested for the pre-vote and post vote election management system of the Unity 3.2.0.0 voting system and the
voting/counting functionality of the AutoMARK VAT, DS200 and M650 optical scanners.
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5.3.1 Evaluation for Reuse of the SysTest Labs Testing: Functional,

Accessibility, Maintainability, Accuracy & Reliability Test Results
Section 5.3.1 is provided by the EAC and is also contained in the approved test plan Appendix D EAC Reuse of Testing
Review Process

Due to the suspension of accreditation of a VSTL this project was moved from that VSTL to iBeta as requested by
ES&S and approved by the EAC. This very unusual circumstance required that a transition plan be developed for
the orderly transition of the project. A number of factors impacted the development of this transition plan.

The overriding consideration hadtobet hat t he quality of the evalwuation meets
and that any decision to certify the system be clearly based on rigorous and thorough testing. If other legitimate

concerns could also be met then every attempt was made to do so. Among those considerations was the timely

evaluation of the system, avoiding duplicative testing that provided little real value and supporting the needs of

election officials for improvements and upgrades.

In developing a transition plan a number of factors were taken into consideration:

1. The quality of testing already performed was evaluated. In some cases iBeta was directed to review or
audit that testing. Another factor was the probability that testing to be performed by iBeta would identify
any system issues that may have been missed in prior testing. In some cases iBeta was directed to
modify the testing it would do to provide additional checks and redundancy in areas of particular concern.

2. Prior versions of this system are in wide use. In addition individual states and other organizations have
conducted their own, independent evaluation of either this exact system or very similar prior versions. This
provides a significant body of information from both experience in actual elections and testing performed
for other purposes.

All these sources of information were used in developing the transition plan. A risk assessment was made and a
transition plan approved. This plan allowed for reuse of some testing, reuse of some testing after an audit and
recommendation by iBeta, and requirements for further testing or correlated testing by iBeta. The results of this
evaluation were communicated to ES&S and iBeta in several E-Mails and letters between November 2008 and
letters dated February 3, 2009 and February 12, 2009. In those communications the following was approved:

1. All hardware testing was approved for reuse.

2. The technical data package review was approved after an audit of that review and recommendation for
reuse by iBeta.

3. The source code review was approved after a 3% audit and recommendation for reuse by iBeta.

4. The EAC Technical Reviewers reviewed the Functional, Accessibility, Maintainability, Accuracy, and
Reliability test summary reports provided by SysTest on the DS-200, M650, AutoMARK VATS, Ballot-on-
Demand printer, and Unity EMS software. The EAC approved the reuse of this testing.

5. The Volume, Stress, Error Recovery and Security test methods and testing had not yet been completed.
Accordingly iBeta was to perform this testing on the Unity 3.2.0.0 system.

6. A new test plan for the Unity 3.2.0.0 system was prepared by iBeta using applicable areas from the Unity
v.4.0.0.0 test plan.

5.3.2 Regression Functional & System Level Test Results

iBeta validated the testing performed by SysTest Labs by confirmed that Unity 3.2.0.0 met a sampling of the VSS
2002 requirements outlined in Appendix A and the test case.. Any functionality that did not meet the requirements
of the VSS 2002 was reported to ES&S. Fixes were submitted and the failed tests were rerun.

Appendix D Section 7.4.1.2 Regression System Level Test Results details specific information on the Functional
and System Integration Testing. Failures, errors, nonconformities and anomalies observed during testing by iBeta
are summarized in Appendix E- Discrepancy Report. Any relevant Unity 4.0.0.0 issues that remained open at the
time of transfer were incorporated into Appendix E- Discrepancy Report. Documentation of corrections and
verification of corrections are contained in each issue summary.

5.4 FCA Volume, Stress, and Error Recovery Testing

The Volume Stress and Error Recovery Tests were performed by iBeta. ES&S provided documentation of their
system limitations and information regarding the largest jurisdiction for each limit. While the capacity varied for
each limit, iBeta observed that for each limit, the system limit capacity ranged from 115% to 474% of ES&S' largest
jurisdiction.
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iBeta performed 10 test cases with maximum and overloaded volume scenarios to test the various system limit
conditions identified in the System Limitations Unity 3.2.0.0 document. In discussions with the EAC it was agreed
that the Volume test scenarios would incorporate validation that the system could perform to the identified system
limit. Stress and error recovery conditions would validate that appropriate responses were encountered for
overloaded conditions. Appropriate responses were to handle the overload, generate an error, or if the system
halts processing without generating an error, the system recovers without any loss of data.

Due to the substantial excess capacity of the limits to the ES&S' real world customer base, during the test process
additional limits or limiting factors were identified. These limits or limiting factors were previously unidentified
because they were substantially beyond the capacity needed by ES&S' customer base. As these were identified
test cases were modified to incorporate the newly identified conditions. While this did not change the scope of the
overall Volume, Stress and Error Recovery testing it did involve reworking of several test cases and test scenarios.
(Example: Testing of the 2900 precinct limit was moved from Volume 1 Test Case to Volume 9 Test Case.). These
modifications were identified in the individual test cases.

Additionally error recovery was addressed in the source code review of the requirement v.1: 4.2.3.e which specifies
a single exit point and SysTest Labs' power recovery test results which validated recovery from power or system
failure without loss of vote data and the minimum two hour back-up power.

Testing by iBeta was conducted on the system configuration identified in Section 3. The application was tested for
the system limits, overload conditions and error recovery of the Unity 3.2.0.0 voting system and the voting/counting
functionality of the AutoMARK VAT, DS200 and M650 optical scanners.

5.4.1 Volume, Stress and Error Recovery Test Results
iBeta confirmed that Unity 3.2.0.0 could process the maximum system limits identified in the System Limitations
Unity 3.2.0.0 document and appropriate responses were encountered for overloaded and error conditions.

Appendix D FCA Volume (Volume Stress, Performance and Error Recovery) Testing details specific information on
the Volume, Stress, and Error Recovery Testing. Failures, errors, nonconformities and anomalies observed during
testing by iBeta are summarized in Appendix E- Discrepancy Report. Documentation of corrections and verification
of corrections are contained in each issue summary. Discrepancy 144 (misread of a ballot mark) was referred to
the EAC for interpretation. Their response is provided as part of the issue and validation.

5.5 FCA Security Review and Testing

i Betabds security specialist, a @ssionsudervieedexdcutibnoframexuriyon Syst e
analysis of the threat model for the applicable Unity 3.2.0.0 Security TDP documents to the requirements of the
VSS 2002 Vol.1 Sect. 2.2.1ato-g,2.2.2.1d &e, 2.2.3a-c,2.24.1e,f,0,i&j,2.2.4.2,2.25.3, 4.5, and section 6.
First the analysis identified VSS 2002 security requirements that were currently addressed in the standard testing,
source code and document reviews. The analysis next identified any unique voting system specific tests, source
code and document reviews that were needed. The tests, source code or documents reviews were traced to the
VSS 2002 requirement in the FCA Security Review and Testing table. The results of the standard tests and

reviews were recorded in the applicable FCA Functional and System Integration Testing, PCA Source Code Review
or the PCA Document Review. The unique tests and reviews were documented in the FCA Security Review and
Testing table. This documentation included the steps, acceptance and rejection criteria, and results. Appendix D
contains the FCA Security Review and Testing table and the specific Test Methodology. In the initial document
review gaps were noted in the content of the Security documentation. These were identified as discrepancies 55
though 84 (see Appendix E- Discrepancy Report). Responses provided to many of these discrepancies were used
to complete the test criteria for the Security Review and Testing.

In order to comply with the security test requirements identified in Vol.2 Sect. 6.4 of the VSS 2002. iBeta
approached security testing of the VSS 2002 by first creating test scenarios which discounted the exposure to risk
and excluded physical security procedures. However, in establishing acceptance and rejection criteria, iBeta
assessed the potential exposure to risk and included physical security procedures as an acceptable security
control, per the requirements of Vol. 1 Sect. 7.3 of the VSS 2002. To assess if an access control was effective
iBeta considered the degree to which one or more of the following security controls was present: physical security
procedures, password protection, detection in an audit, technical expertise required, obfuscation of sensitive
material, and encryption of sensitive material. In determining potential exposure to risk the security specialist
considered access from the user and if the exposure was from a trusted user or non-trusted user. Systems were
accepted as meeting the security requirements of the VSS 2002 if the security controls present were deemed
effective to address the identified risk.
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Testing was conducted on the system configuration identified in Section 3. The unique security tests and reviews
were grouped over together by the individual products of the Unity 3.2.0.0 voting system (M650, DS200, VAT,
AIMS, and the Unity applications, EDM, ESSIM, HPM, and ERM).

5.5.1 FCA Security Review and Test Results

Testing, source code and document reviews of the Unity 3.2.0.0 voting system found the system met the applicable
VSS 2002 security requirements identified in the security analysis. Appendices A, B, C and Appendix D Security
Review and Testing Method provide specific information on the FCA Security Review and Testing. Failures, errors,
nonconformities and anomalies observed in review and testing are summarized in Appendix E- Discrepancy Report.
Documentation of corrections and verification of corrections are contained in each summary. Discrepancies 121,
126, 132, and 151 were referred to the EAC for interpretation. The EAC required resolution of 121 and 151. They
accepted 126 and 132. Their responses are provided as part of the issue and validation.

5.6 FCA Hardware Environmental Testing & Reuse

SysTest Lab's and their subcontractors completed hardware environmental testing for the Unity 4.0.0.0 voting
system. The hardware of the Unity 3.2.0.0 is a subset of the tested hardware. ES&S petitioned the EAC for reuse
of this testing in the Unity 3.2.0.0 certification test effort. SysTest documented that testing is addressed in the
Summary Report of the testing performed by SysTest. In the February 3, 2009 EAC letter to iBeta QA Director on
reuse of testing the EAC authorized the reuse of the hardware testing conducted by SysTest's sub-contractors. In
order to ensure that these test results provided sufficient documentation of the Environmental Hardware test
assessment and results iBeta reviewed the reports to confirm any failures resulting in engineering changes were
documented and the reports document that all hardware submitted under Unity 3.2.0.0 passed.

ECOs 829 and 834 were submitted to address the failures identified in Discrepancy #101. Assessment of the
ECOs found the changes significant to require hardware environmental testing. Testing was completed by Criterion
Technology Inc.

The hardware environmental testing was conducted on the system configuration identified in Section 3.

5.6.1 FCA Hardware Environmental Tests

SysTest reports the hardware tested in the Unity 4.0.0.0 passed the environmental tests. The result of the iBeta
review generated requests for clarification or additional documentation from SysTest Labs. These requests were
documented in issues 1, 2, 3, 6, 7, 8, and 9 of iBeta's Unity 3.2.0.0 Discrepancy Report (see Appendix E-
Discrepancy Report). Responses to all issues were accepted. Issues 6 and 7 were accepted by iBeta but were
referred to the EAC for determination of sufficient documentation for test result reuse. These issues are traced to
the Test Report and Tested Configuration Matrixes in Appendix D.

ECOs 829 and 834 passed the environmental tests. The results of testing are documented in the Criterion Test
Reports 090601-1417 & 090601-1419. Mitigations performed during testing were documented in this report and
iBeta's test case. Failures which required engineering changes were logged in the Appendix E- Discrepancy
Report. A failure that was caused by disturbing tape during maintenance was noted and repaired but did not
generate a discrepancy.

5.7 FCA Telephony and Cryptographic Review and Testing

As noted in section 1.2 the Unity 3.2.0.0 Voting System does not use the public networks or any other network. As
such it is exempt from the Telecommunications requirements of Vol. 1 Sect. 5 & 6. The Telephony and
Cryptographic Review and Testing were conducted to confirm the absence of network functionality.

5.7.1 FCA Telephony and Cryptographic Review and Tests

iBeta confirmed that the Unity 3.2.0.0 voting system election management hardware and installation procedures
reflect the prohibition of connection of the certified system to a public or any other network. Polling place equipment
was inspected to confirm modem hardware was not present. The M650 was inspected to confirm that network cards
were not present. Appendix D details specific information on the Telephony and Cryptographic Review and Testing.
Failures, errors, nonconformities and anomalies observed in testing are summarized in Appendix E- Discrepancy
Report. Documentation of corrections and verification of corrections are contained in each summary.
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6 Opinions & Recommendations

In addition to the portions SysTest Labs testing of Unity 4.0.0.0 accepted for reuse by the EAC, iBeta Quality
Assurance has completed the testing of ES&S Unity 3.2.0.0 voting system. Testing prescribed by the iBeta test
plan or amended test plan was performed as identified. Documentation of any divergence from the test plan was
included in the amended as run test plan (see Appendix H). All identified anomalies or failures were reported and
resolved. Questions with regard to iBeta's interpretation of the test standards were referred to the EAC. All
relevant EAC interpretations were documented in iBeta's verification of resolution. The information provided in this
report is an accurate representation of the ES&S Unity 3.2.0.0 voting system Certification test effort.

Based upon the findings identified in Section 5 it is our opinion that the acceptance requirements of the Federal
Election Commission Voting System Standards April 2002 have been met as demonstrated in testing and EAC
interpretations of the presented test results for the hardware, software and user documentation of the system
configuration submitted for certification testing.

iBeta Quality Assurance recommends that the Election Assistance Commission certifies the ES&S Unity 3.2.0.0
voting system.

See Appendix K for information regarding the EAC Certification number.

‘1 sy ,.\"( | o
(U ¢ O
Carolyn E. Coggins
QA Director i Voting
iBeta Quality Assurance

Note: The system configuration of the Unity 3.2.0.0 voting system submitted for certification by ES&S explicitly

excluded connection to any network (public or private). Modification of the hardware or operating system
configuration to permit connection to a network invalidates the recommendations of this test report.
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7 APPENDICES: TEST OPERATION, FINDINGS & DATA
ANALYSIS

The Voting System Test Laboratory Program Manual v.1.0 Appendix B identifies content in specific appendices. In
order to ensure that this content and content required by VSS 2002 Volume 2 Appendix B a trace is provided in
section 1.4 to clarify the location of this specified content

7.1 Appendix A: Certification Test Requirements

Appendix A identifies the test results to the Certification Test Requirement of the VSS 2002. Requirements marked:
e Accept: met the VSS 2002 requirement

Reject: did not meet the VSS 2002 requirement

NA: the requirement is not applicable to the voting system type submitted for Certification Testing

Pending: VSS 2002 requirements that cannot be completed by the VSTL until after Certification

Out of Scope: VSS 2002 requirements which are performed by entities other than the VSTL

Requirements marked Reject, NA, Pending or Out of Scope shall include an explanatory note. (Example: If a voting
system is only a Central Count Scanner, the requirement 1is

Optional requirements which apply to the voting system type but are not supported by the ES&S Unity 3.2.0.0

voting system are not marked " NA". I nstead they are marke
for this is to provide a positive identification that iBeta reviewed the voting system for all applicable requirements,

including this optional functionality and confirmed non-support. (Example: If a voting system does not have a

VVPAT. The requirements are marked fAAccepto and a comment

The test case trace corresponds to the Test Methods identified in the Appendix H- Amended Test Plan and
Appendix D- FCA Testing.

e F=SysTest PCA Document Review, Source Code Review, Functional System Level, Accessibility,
Maintainability, Accuracy & Reliability Reuse;
R = Regression sampling of system functionality;
V#= Volume 1 through 10 for testing of identified system limits;
S = Security;
T= Telephony & Cryptographic; and

e E= SysTest subcontractor Environmental
Many functional requirements were exercised in multiple test cases. These instances are noted in the Function
Exercised column. The actually test case or test method might not contain a requirement trace in these instances.

Issues identified during testing are cross-referenced to the Appendix E- Discrepancy Report.

EAC Decisions on Requests for Interpretation which were applicable to the voting system submitted for certification
testing are noted in the comments

Maufacturer Voting System & Version Scope | Prior EAC Certification
ES&S Unity 3.2.0.0 Voting System Full VSS 2002 Initial EAC Certification

Certification Test Requirements: VSS 2002 Test Test Function Comments
Result Case Exercised

Overall System Capabilities
221 Security
System security is achieved through a
combination of technical capabilities and sound
administrative practices. Te ensure security all
systems shall:

a. Provide security access controls that limits limit Accept S R #61, 62, 63, 69, 76,
or detect access to critical system components 121, 130,131,126,
to guard against loss of system integrity, 132 138, 139, 150-
availability, confidentiality, and accountability. Closed

b. Provide system functions that are executable Accept S,R #135 - Closed

only in the intended manner and order, and only
under the intended conditions.

c. Use the system's control logic to prevent a Accept S,R
system function from executing, if any
preconditions to the function have not been met.
d. Provide safeguards to protect against tampering | Accept S #126 Closed
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during system repair, or interventions in system
operations, in response to system failure.

Test
Result

Test
Case

EAC Certification # ESSUnity3200

Function
Exercised

Comments

Provide security provisions that are compatible
with the procedures and administrative tasks
involved in equipment preparation, testing, and
operation.

Accept

#55, 83 Closed

If access to a system function is to be restricted
or controlled the system shall incorporate the
means of implementing this capability.

Accept

#118, 119 - Closed

Provide documentation of mandatory
administrative procedures for effective system
security.

Accept

#36, 56, 76 Closed

2.2.2

Accuracy
To ensure vote accuracy, all systems shall:

2221

Common Standards to Ensure Vote Accuracy
To ensure vote accuracy, all systems shall:

Records the election contests, candidates, and
issues exactly as defined by election officials.

Accept

V1-10

Records the appropriate options for casting and
recording votes.

Accept

V1-10

Records each vote precisely as indicated by the
voter and have the ability to produce an
accurate report of all votes cast.

Accept

V1-10

RFI 2007-06
#19, 28, 144 -Closed

Control logic and data processing methods
incorporation parity and check sums (or
equivalent error detection and correction
methods) to demonstrate the system has been
designed for accuracy.

Accept

#57, 80, 127, 13,
132- Closed

The software monitors the overall quality of data
read-write and transfer quality status, checks the
number and types of errors that occur in any of
the relevant operations on data and how they
were corrected.

Accept

#58, 80 - Closed

2222

DRE System Standards
In additional DRE systems shall:

As an additional means of ensuring accuracy in
DRE systems, voting devices record and retain
redundant copies of the original ballot image. A
ballot image electronic record of all votes cast
by the voter, including undervotes.

NA

RFI 2007-06
No DRE

2.2.3

Error Recovery

To recover from a non-catastrophic failure of a
device, or from any error or malfunction that is
within the operator's ability to correct, the
system shall provide the following capabilities:

Restoration of the device to the operating
condition existing immediately prior to an error
or failure, without loss or corruption of voting
data previously stored in the device

Accept

Resumption of normal operation following the
correction of a failure in a memory component,
or in a data processing component, including the
central processing unit

Accept

Recovery from any other external condition that
causes equipment to become inoperable,
provided that catastrophic electrical or
mechanical damage due to external phenomena
has not occurred.

Accept

SR, F

#140 - Closed

224

Integrity

Integrity measures ensure the physical stability
and function of the vote recording and counting
processes. To ensure system integrity, all
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Certification Test Requirements: VSS 2002

systems shall:

Test
Result

Test
Case

EAC Certification # ESSUnity3200

Function
Exercised

Comments

2241

Common Standards
To ensure system integrity, all systems shall:

Protect against a single point of failure that
would prevent further voting at the polling place.

Accept

Protects against the interruption of electronic
power.

Accept

Protects against electromagnetic radiation.

Accept

Protects against the ambient temperature and
humidity fluctuations.

Accept

Protects against failure of any data input or
storage device.

Accept

#74 - Closed

Protects against any attempt at improper data
entry or retrieval

Accept

Records and reports of any normal or abnormal
events.

Accept

#121,150, 151-
Closed

Maintains a permanent record of original audit
data that cannot be bypassed or turned off.

Accept

Detect and record every event, including the
occurrence of an error condition that the system
cannot overcome, and time-dependent or
programmed events that occur without the
intervention of the voter or a polling place
operator

Accept

#64- Closed

Include built-in measurement, self-test, and
diagnostic software and hardware for detecting
and reporting the system'’s status and degree of
operability

Accept

#65- Closed

2.2.4.2

DRE Systems Standards
In addition to the common requirements, DRE
systems shall:

Maintain a record of each ballot cast using a
process and storage location that differs from
the main vote detection, interpretation,
processing, and reporting path

NA

No DRE

Provide a capability to retrieve ballot images in a
form readable by humans

NA

No DRE

2.25

System Audit
See the requirement for context of these
requirements.

RFI 2008-12

2252

Operational Requirements

Audit records shall be prepared for all phases of
election operations performed using devices
controlled by the jurisdiction or its contractors.
These records rely upon automated audit data
acquisition and machine-generated reports, with
manual input of some information. These
records shall address the ballot preparation and
election definition phase, system readiness
tests, and voting and ballot-counting operations.
The software shall activate the logging and
reporting of audit data as described below.

Accept

SR, F

V1,2,6-
10

2.25.2.

Time, Sequence, and Preservation of Audit
Records

The timing and sequence of audit record entries
is as important as the data contained in the
record. All voting systems shall meet the
requirements for time, sequence and
preservation of audit records outlined below.

Except where noted, systems shall provide the
capability to create and maintain a real-time
audit record. This capability records and

Accept

SR, F

V1,2,6-
10

#93, 99, 105 -
Closed

Page 46 of 283

(V)2009-30Jun-001(D)




EAC Certification # ESSUnity3200

VSS Certification Test Requirements: VSS 2002 Test Test Function Comments
Result Case Exercised
provides the operator or precinct official with
continuous updates on machine status. This
information allows effective operator
identification of an error condition requiring
intervention, and contributes to the
reconstruction of election-related events
necessary for recounts or litigation.

b. All systems shall include a real-time clock as Accept S,R, F V1,2,6-
part of the systembs hj 10
maintain an absolute record of the time and date
or a record relative to some event whose time
and data are known and recorded.

C. All audit record entries shall include the time- Accept SR, F V1,2,6-
and-date stamp. 10

d. The audit record shall be active whenever the Accept S,R, F V1,2,6-
system is in an operating mode. This record 10

shall be available at all times, though it need not
be continually visible.

e. The generation of audit record entries shall not Accept SR F V1,2,6- | #126 - closed
be terminated or altered by program control, or 10
by the intervention of any person. The physical
security and integrity of the record shall be
maintained at all times.

f. Once the system has been activated for any Accept SR, F V1, 2,6 -
function, the system shall preserve the contents 10

of the audit record during any interruption of
power to the system until processing and data
reporting have been completed.

g. The system shall be capable of printing a copy Accept SR, F V1,2,6-
of the audit record. A separate printer is not 10
required for the audit record, and the record may
be produced on

1) the standard system printer if all the following
conditions are met:

2) A The generation of auj
interfere with the production

3) of output reports

A The entries can be i
their recognition,

segregation, and retention

A The audit record ent|

secure
2.25.2. | Error messages
2 All voting systems shall meet the requirements
for error messages below.
a. The voting system shall generate, store, and Accept SR F V1, 2,6 - #151 - Closed
report to the user all error messages as they 10
occur.
b. All error messages requiring intervention by an Accept SR, F V1,2,6- 92, 129 - Closed
operator or precinct official shall be displayed or 10

printed clearly in easily understood language
text, or by means of other suitable visual

indicators.
C. When the voting system uses numerical error Accept SR F V1, 2,6 -
codes for trained technician maintenance or 10

repair, the text corresponding to the code shall
be self-contained or affixed inside the voting
machine. This is intended to reduce
inappropriate reactions to error conditions, and
to allow for ready and effective problem
correction.

d. All error messages for which correction impacts | Accept SR F V1, 2,6 -
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VSS Certification Test Requirements: VSS 2002 Test Test Function Comments
Result Case Exercised
vote recording or vote processing shall be 10

written in a manner that is understandable to an
election official who possesses training on
system use and operation, but does not possess
technical training on system servicing and

repair.
e. The message cue for all voting systems shall Accept SR F V1, 2,6 - #98, 111 - Closed
clearly state the action to be performed in the 10
event that voter or operator response is
required.
f. Voting system design shall ensure that Accept S,R, F V1,2,6-
erroneous responses will not lead to irreversible 10
error.
g. Nested error conditions are corrected in a Accept SR F V1, 2,6 -
controlled sequence such that voting system 10

status shall be restored to the initial state
existing before the first error occurred.

2.25.2. | Status Messages

3 The Standards/Guidelines provide latitude in
software design so that vendors can consider
various user processing and reporting needs.
The jurisdiction may require some status and
information messages to be displayed and
reported in real-time. Messages that do not
require operator intervention may be stored in
memory to be recovered after ballot processing
has been completed.

The voting system shall display and report Accept SR, F V1,2,6-
critical status messages using clear indicators or 10
English language text. The voting system need
not display non-critical status messages at the
time of occurrence. Voting systems may display
non-critical status messages (i.e., those that do
not require operator intervention) by means of
numerical codes for subsequent interpretation
and reporting as unambiguous text.

Voting systems shall provide a capability for the | Accept SR, F V1,2,6-
status messages to become part of the real-time 10
audit record.
The voting system shall provide a capability for Accept SR, F V1,2,6-
a jurisdiction to designate critical status 10
messages.
2.25.3 | COTS General Purpose Computer System RFI 2008-03
Requirements RFI 2008-12

See the standards for the context these
requirements. Three operating system
protections are required on all such systems on
which election software is hosted.

Authentication shall be configured on the local Accept S
terminal (display screen and keyboard) and on

all external connection devices ( inet wo r |
and fiportsodo). This ens|
and identified users affect the system while
election software is running.

Operating system audit shall be enabled for all Accept S #123, 124,138, 139 -
session openings and closings, for all Closed

connection openings and closings, for all
process executions and terminations, and for
the alteration or deletion of any memory or file
object. This ensures the accuracy and
completeness of election data stored on the
system. It also ensures the existence of an audit
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record of any person or process altering or

deleting system data or election data.

The system shall be configured to execute only Accept S #66, 78, 122, 125,
intended and necessary processes during the 161- Closed
execution of election software. The system shall

also be configured to halt election software #146 - Open
processes upon the termination of any critical Informational only

system process (such as system audit) during
the execution of election software.

2.2.6 Election Management System
The Election Management System (EMS) is Accept F, R V1,2,6-
used to prepare ballots and programs for use in 10

casting and counting votes, and to consolidate,
report, and display election results. An EMS
shall generate and maintain a database, or one
or more interactive databases, that enables
election officials or their designees to perform
the following functions:

a Define of the political subdivision boundaries Accept F, R V2,6
and multiple election districts, as indicated in the
system documentation.

Identify of contests, candidates, and issues. Accept F, R
Define of ballot formats and appropriate voting Accept F, R V1, 2,6-
options. 10
d. Generate ballots and election-specific programs | Accept F,R V1,2,6- #104 - Closed
for vote recording and vote counting equipment. 10
e. Install ballots and election-specific programs. Accept F,R V1,2,6-
10
f. Test that ballots and programs have been Accept F, R V1, 2,6 -
properly prepared and installed. 10
g. Accumulate vote totals at multiple reporting Accept F,R V1,2,6-
levels as indicated in the system documentation. 10
h. Generate of post-voting reports per Section 2.5. | Accept F,R V1,2,6-
10
i. Process and produce audit reports of the data Accept F, R V1, 2,6 -
indicated in Section 4.5. 10

2.2.7 Accessibility

2.2.7.1 | Common Standards
See the standard for diagrams. The voting
system meets the following conditions:

a. Where clear floor space only allows forward Accept F
approach to an object, the maximum high
forward reach allowed shall be 48inches. The
minimum low forward reach is 15 inches.

b. Where forward reach is over an obstruction with | Accept F
knee space below, the maximum level forward
reach is 25 inches. When the obstruction is less
than 20 inches deep, the maximum high forward
reach is 48 inches. When the obstruction
projects 20 to 25 inches, the maximum high
forward reach is 44 inches.

c. The position of any operable control is Accept F
determined with respect to a vertical plane that
is 48 inches in length, centered on the operable
control, and at the maximum protrusion of the
product within the 48-inch length.

d. Where any operable control is 10 inches or less | Accept F
behind the reference plane, have a height that is
between 15 inches and 54 inches above the
floor.

e. Where any operable control is more than 10 Accept F
inches and not more than 24 inches behind the
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reference plane, have a height between 15

inches and 46 inches above the floor.

f. Have operable controls that are not more than Accept F
24 inches behind the reference plane.

2.2.7.2 | DRE Standards for Accessibility

DRE voting systems shall provide, as part of
their configuration, the capability to provide
access to voters with a broad range of
disabilities. This capability shall:

a. Not require the voter to bring their own assistive | Accept F R VAT - Ballot marking
technology to a polling place. only

b Provide Audio information and stimulus that:

b.1. Communicates to the voter the complete content | Accept F R VAT - Ballot marking
of the ballot. only

b.2. Provides instruction to the voter in operation of Accept F R VAT - Ballot marking
the voting device. only

b.3. Provides instruction so that the voter has the Accept F R VAT - Ballot marking
same vote capabilities and options as those only

provided by the system to individuals who are
not using audio technology

b.4. For a system that supports write-in voting, Accept F R VAT - Ballot marking
enables the voter toinr ( only

input, edit that input, and confirm that the edits
meet thentemtot er s

b.5. Enables the voter to request repetition of any Accept F R VAT - Ballot marking
system provided information. only

b.6. Supports the use of headphones provided by Accept F VAT - Ballot marking
the system that may be discarded after each only
use

b.7. Provides the audio signal through an industry Accept F R VAT - Ballot marking
standard connector for private listening using a only

1/8 inch stereo headphone jack to allow
individual voters to supply personal headsets

b.8. Provides a volume control with an adjustable Accept F VAT - Ballot marking
amplification up to a maximum of 105 dB that only
automatically resets to the default for each voter

c. Provide, in conformance with FCC Part 68, a Accept F VAT - Ballot marking
wireless coupling for assistive devices used by only

people who are hard of hearing when a system
utilizes a telephone style handset to provide
audio information

d. Meet the requirements of ANSI C63.19-2001 Accept F VAT - Ballot marking
Category 4 to avoid electromagnetic only
interference with assistive hearing devices
e. For Electronic Image Displays, permit the voter
to:
el Adjust contrast settings Accept F R VAT - Ballot marking
only
e2. Adjust color settings, when color is used Accept F R VAT - Ballot marking
only
e3. Adjust the size of the text so that the height of Accept F R VAT - Ballot marking
capital letters varies over a range of 3 t0 6.3 only
millimeters
f. For a devise with touch screen or contact-

sensitive controls, provide an input method
using mechanically operated controls or keys

that shall:

f.1. Be tactilely discernible without activating the Accept F VAT - Ballot marking
controls or keys. only

f.2. Be operable with one hand and not require tight | Accept F VAT - Ballot marking
grasping, pinching, or twisting of the wrist. only

f.3. Require a force less than 5 Ibs (22.2 N) to Accept F VAT - Ballot marking
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Comments

only

f.4.

Provide no key repeat function.

Accept

VAT - Ballot marking
only

For a system that requires a response by a voter
in a specific period of time, alert the voter before
this time period has expired and allow the voter
additional time to indicate that more time is
needed

Accept

VAT - Ballot marking
only

For a system that provides sound cues as a
method to alert the voter about a certain
condition, such as the occurrence of an error, or
a confirmation, the tone shall be accompanied
by a visual cue for users who cannot hear the
audio prompt

Accept

VAT - Ballot marking
only

Provide a secondary means of voter
identification or authentication when the primary
means of doing so uses biometric measures that
require a voter to possess particular biological
characteristics

Accept

VAT has no biometric
measures

2.2.8

Vote Tabulating Program

2281

Functions

The vote tabulating program software resident in
each voting machine, vote count server, or other
devices shall include all software modules
required to:

Monitor of system status and generating
machine-level audit reports

Accept

V1,2,6-
10

Accommodate device control functions
performed by polling place officials and
maintenance personnel

Accept

V1,2,6-
10

Register and accumulating votes

Accept

V1,2,6-
10

Accommodate variations in ballot counting logic

Accept

V1,2,6-
10

2.2.8.2

Voting Variation

The Technical Data Package accompanying the
system shall specifically identify which of the
following items can and cannot be supported by
the voting system, as well as how the voting
system can implement the items support.

Documented support or non-support of closed
primaries.

Accept

V10

Documented support or non-support of open
primaries.

Accept

R, V9

Documented support or non-support of partisan
offices.

Accept

R, V7 &10

Documented support or non-support of non-
partisan offices.

Accept

R, V1-6,
8,&9

Documented support or non-support of write-in
voting.

Accept

R

Documented support or non-support of Primary
presidential delegation nomination.

Accept

Documented support or non-support of ballot
rotation.

Accept

Documented support or non-support of straight
party voting.

Accept

Documented support or non-support of cross-
party endorsement

Accept

Documented support or non-support of split
precincts.

Accept

Documented support or non-support of vote for
N of M.

Accept

R, V1to
10
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I Documented support or non-support of recall Accept F

issues, with options.

m. Documented support or non-support of Accept F
cumulative voting.

n. Documented support or non-support of ranked Accept F
over voting.

0. Documented support or non-support of Accept F #27 - Closed
provisional or challenged ballots.

229 Ballot Counter
For all voting systems, each device that
tabulates ballots shall provide a counter that:.

a. Can be set to zero before any ballots are Accept F, R
submitted for tally

b. Records the number of ballots cast during a Accept F,R V1, 2, 6- #137 - Closed
particular test cycle or election 10

c. Increases the count only by the input of a ballot Accept F,R V1,2,6-
10

d. Prevents or disables the resetting of the counter | Accept F R
by any person other than authorized persons at
authorized points

e. Is visible to designated election officials Accept F, R V1, 2,6 -
10

2.2.10 Telecommunications

For all voting systems that use
telecommunications for the transmission of data
during pre-voting, voting or post-voting activities,
capabilities shall be provided that ensure data
are transmitted with no alteration or
unauthorized disclosure during transmission.
Such transmissions shall not violate the privacy,
secrecy, and integrity demands of the
Standards. Section 5 of the Standards
describes telecommunications standards that
apply to, at a minimum, the following types of
data transmissions:

Voter Authentication: Coded information that Accept S, T Telecommunications
confirms the identity of a voter for security is disabled in Unity
purposes for a system that transmit votes 3.2.0.0

individually over a public network

Ballot Definition: Information that describes to Accept S, T Telecommunications
voting equipment the content and appearance of is disabled in Unity
the ballots to be used in an election 3.2.0.0

Vote Transmission to Central Site: For voting Accept S, T Telecommunications
systems that transmit votes individually over a is disabled in Unity
public network, the transmission of a single vote 3.2.0.0

to the county (or contractor) for consolidation
with other county vote data

Vote Count: Information representing the Accept S, T Telecommunications
tabulation of votes at any one of several levels: is disabled in Unity
polling place, precinct, or central count 3.2.0.0

List of Voters: A listing of the individual voters Accept S, T Telecommunications
who have cast ballots in a specific election is disabled in Unity
3.2.0.0

2.2.11 Data Retention
See standard/guideline for context.

All voting systems shall provide for maintaining Accept TDP Attestation from ESS
the integrity of voting and audit data during an
election and for a period of at least 22 months
thereafter.

23 Pre-voting Functions \ #50 Closed
2.3.1 Ballot Preparation

2.3.1.1 | General Capabilities
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All systems shall provide the general capability Accept F,R V1,2,6-
for ballot preparation, ballot formatting and ballot 10

production. All systems shall be capable of:

2.3.1.1. | Common Standards

1 All systems shall be capable of:
a. Enable the automatic formatting of ballots in Accept F,R V1, 2,6 -
accordance with the requirements for offices, 10

candidates, and measures qualified to be placed
on the ballot for each political subdivision and
election district.

b. Collecting and maintaining the following data: Accept F, R
1) Offices with labels/instructions
2) Candidate names with labels

3) Issues or measures with their text

c. Supporting the maximum number of potentially Accept F, v8
active voting positions as indicated in the
system documentation.

d. For a primary election, generating ballots that Accept F,R V7 &9
segregate the choices in partisan races by party
affiliation

e. Generating ballots that contain identifying Accept F, R V1, 2,6-
codes or marks uniquely associated with each 10
format.

f. Ensuring voter response fields, selection Accept F, R V1, 2,6 -
buttons, or switches properly align with the 10

specific candidate names and/or issues printed
on the ballot display, ballot card or sheet, or
separate ballot pages.

2.3.1.1. | Paper-Based System Standards

2 Paper-based voting systems shall also meet the
following requirements applicable to the
technology used.

a. Enable voters to make selections by punchinga | Accept F,R V1,2,6-
hole or by making a mark in areas designated 10
for this purpose upon each ballot card or sheet.

b. For punchcard systems ensure that the vote NA Not a punchcard
response fields can be properly aligned with system
punching devices used to record votes.

C. For marksense systems, the timing marks align Accept F,R V1, 2,6 -
properly with the vote response fields. 10

2312 Ballot Formatting
All voting systems shall provide a capability for:

a. Creation of newly defined elections Accept F, R V1, 2,6 -
10
b. Rapid and error-free definition of elections and Accept #136 - Closed
their associated ballot layouts
c. Uniform allocation of space and fonts used for Accept F,R V1,2,6-
each office, candidate, and contest such that the 10

voter perceives no active voting position to be
preferred to any other.

d. Simultaneous display of the maximum number Accept F V8
of choices for a single contest as indicated by
the vendor in the system documentation

e. Retention of previously defined formats for an Accept F,R V1,2,6-
election 10

f. Prevention of unauthorized modification of any Accept F,R
ballot formats

g. Modification by authorized persons of a Accept F,v3&4 | S

previously defined ballot format for use in a
subsequent election

23.1.3 | Ballot Production
Ballot production is the process of converting
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ballot formats to a media ready for use in the

physical ballot production or electronic

presentation.
2.3.1.3. | Common Standards
1 The voting system shall provide a means of

printing or other wise generating a ballot display
that can be installed in all system voting devices
for which it is intended: All systems shall provide
a capability to ensure.

a. The electronic display or printed document on Accept F R RFI 2008-04
which the user views the ballot is capable of
rendering an image of the ballot in any of the
languages required by The Voting Rights Act of
1965, as amended

b. The electronic display or printed document Accept F R #49- Closed
where the user views the ballot does not show
any advertising or commercial logos of any kind,
whether public service, commercial, or political,
unless specifically provided for in State law.
Electronic displays do not provide connection
through hyperlink.

c. The ballot conforms to vendor specifications for | Accept F, R V1, 2,6-
type of paper stock, weight, size, shape, size 10

and location of punch or mark field used to
record votes, folding, bleed through, and ink for
printing if paper ballot documents or paper
displays are part of the system

2.3.1.3. | Paper-based System Standards

Vendor documentation for marksense systems Accept F R
shall include specifications for ballot materials to
ensure that vote selections are read from only a
single ballot at a time, without detection of
marks from multiple ballots concurrently (e.g.,
reading of bleed-through from other ballots)

232 Election Programming

Process by which election officials or their
designees use election databases and vendor
system software to logically define the voter
choices associated with the contents of the
ballots. All systems shall provide for:

a. Logical definition of the ballot, including the Accept F, R V1, 2,6 -
definition of the number of allowable choices for 10
each office and contest

b. Logical definition of political and administrative Accept F, R V1,2,6-
subdivisions, where the list of candidates or 10
contests varies between polling places

C. Exclusion of any contest on the ballot in which Accept F, R V1,2,7,9

the voter is prohibited from casting a ballot
because of place of residence, or other such
administrative or geographical criteria

d. Ability to select from a range of voting options to | Accept F,R V1,2,6-
conform to the laws of the jurisdiction in which 10
the system will be used

e. Generation of all required master and distributed | Accept F, R V1, 2,6 -
copies of the voting program, in conformance 10

with the definition of the ballots for each voting
device and polling place, and for each tabulating
device

2.3.3 Ballot and Program Installation and Control
All systems shall include the following at the
time of ballot an program installation:
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All systems provide a means of installing ballots | Accept F,R V1,2,6-
and programs on each piece of polling place or 10

central count equipment according to the ballot
requirements of the election and the jurisdiction.

a. A detailed work plan or other documentation Accept F
providing a schedule and steps for the software
and ballot installation, including a table outlining
the key dates, events and deliverables.

b. A capability for automatically verifying that the Accept F,S R
software has been properly selected and
installed in the equipment or in programmable
memory devices and for indicating errors.

c. A capability for automatically validating that Accept F, S R
software correctly matches the ballot formats
that it is intended to process, for detecting
errors, and for immediately notifying an election
official of detected errors.

23.4 Readiness Testing RFI 2008-07
Election personnel conduct voting equipment #147 -Closed
and voting system readiness tests prior to the
start of an election to ensure that the voting
system functions properly, to confirm that voting
equipment has been properly integrated, and to
obtain equipment status reports. All voting
systems shall provide the capabilities to

23.4.1 | Common Standards
All voting systems shall provide the capabilities
to:

a Verify the voting machines or vote recording and | Accept F, S R #32 - Closed
data processing equipment, precinct count
equipment, and central count equipment are
properly prepared for an election, and collect
data that verifies equipment readiness

b. Obtains status and data reports from each set of | Accept F,R
equipment

c. Verify the correct installation and interface of all | Accept F,R
system equipment

d. Verify that hardware and software function Accept F, R #33, 87- Closed
correctly

e. Generate consolidated data reports at the Accept F,R V6, 9
polling place and higher jurisdictional levels

f. Segregate test data from actual voting data, Accept F,R
either procedurally or by hardware/software
features

Resident test software, external devices, and
special purpose test software connected to or
installed in voting devices to simulate operator
and voter functions used for these tests meeting
the following standards:

a. These elements are capable of being tested Accept F
separately, and are proven to be reliable
verification tools prior to their use

b. These elements are incapable of altering or Accept F R
introducing any residual effect on the intended
operation of the voting device during any
succeeding test and operational phase.

2.3.4.2 | Paper-Based Systems
Paper-based systems shall:

a. Supports conversion testing that uses all Accept F V8&9
potential ballot positions as active positions
b. Supports conversion testing of ballots with Accept F

active position density for systems without pre-
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designated ballot positions

235 Verification at the Polling Place RFI 2008-07

All systems shall provide a formal record of the

following, in any media, upon verification of the

authenticity of the command source:

a. The election's identification data; Accept F,R V1, 2,6 -
10
b. The identification of all equipment units; Accept F,R V1,2,6-
10
C. The identification of the polling place; Accept F,R V1, 2,6 -
10
d. The identification of all ballot formats; Accept F,R V1, 2,6 -
10
e. The contents of each active candidate register Accept F.R,S V1,2,6-
by office and of each active measure register at 10
all storage locations (showing that they contain
only zeros);
f. A list of all ballot fields that can be used to Accept F
invoke special voting options
g. Other information needed to confirm the Accept F, R V1, 2,6 -
readiness of the equipment, and to 10

accommodate administrative reporting
requirements

To prepare voting devices to accept voted Accept F,R V1,2,6-
ballots, all voting systems shall provide the 10
capability to test each device prior to opening to
verify that each is operating correctly. At a
minimum the tests shall include.

a. Confirmation that there are no hardware or Accept F, R V1, 2,6 -
software failures. 10

b. Confirmation that the device is ready to be Accept F,R V1,2,6-
activated for accepting votes. 10
If a precinct count system includes equipment Accept F, R S, V1, 2,6 | Telecommunications
for the consolidation of polling place data at one -10 is disabled in Unity
or more central counting locations, it shall have 3.2.0.0

means to verify the correct extraction of voting
data from transportable memory devices, or to
verify the transmission of secure data over
secure communication links.

2.3.6 Verification at Central Location RFI 2008-07
Election officials perform verification at the
central location to ensure that vote counting and
vote consolidation equipment and software
function properly before and after an election.
Upon verification of the authenticity of the
command source, any system used in a central
count environment shall provide a printed record
of the following:

a. The election's identification data Accept F, R V1, 2,6 -
10
b. The contents of each active candidate register Accept F,RS V1, 2,6 - S-perv.2:3.3.1
by office and of each active measure register at 10
all storage locations (showing that they contain
only zeros);
c. Other information needed to confirm the Accept F,R V1,2,6-
readiness of the equipment, and to 10

accommodate administrative reporting

requirements.
2.4 Voting Functions
All voting systems shall support

Opening the polls Accept F,R V1,2,6-
10
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F,R
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Function
Exercised
V1, 2,6 -
10

Comments

In addition, all DRE systems shall support:
Activating the ballot

Accept

F,R

Augmenting the election counter

Accept

F,R

VAT

Augmenting the life-cycle counter

NA

No DRE

2.4.1.

Opening the Polls
At a minimum, the systems shall provide the
functional capabilities indicated below.

RFI 2008-07

2411

Opening the polling Place (Precinct Count
Systems)

To allow voting devices to be activated for
voting, the system shall provide:

An internal test or diagnostic capability to verify
that all of the polling place tests specified in
2.3.5 have been successfully completed.

Accept

V1,2,6-
10

S-perv.2:3.3.1

Automatic disabling any device that has not
been tested until it has been tested.

Accept

V1,2,6-
10

S-perv.2:33.1

24.1.2

Paper-Based System Standards

2.4.1.2.

All Paper-Based systems
To facilitate opening the polls, all paper-based
systems shall include:

A means of verifying ballot punching or marking
devices are prepared and ready to used;

Accept

V1,2,6-
10

No ballot punching

A voting booth or similar facility, in which the
voter may punch or mark the ballot in privacy

Accept

No ballot punching

Secure receptacles for holding voted ballots.
Ballot boxes.

Accept

DS200

Precinct Count Paper-Based Systems

In addition to the above requirements, all paper-
based precinct count equipment shall include a
means of:

Activating the ballot counting device.

Accept

V1,2,6-
10

Verifying that the device has been correctly
activated and is functioning properly

Accept

V1,2,6-
10

Identifying device failure and corrective action
needed.

Accept

V1,2,6-
10

2413

DRE System Standards
To facilitate opening the polls, all DRE systems
shall include:

A security seal, a password, or a data code
recognition capability to prevent the inadvertent
or unauthorized actuation of the poll-opening
function

Accept

VAT doesn't open
polls; switched to
election marking
mode

A means of enforcing the execution of steps in
the proper sequence if more than one step is
required

Accept

A means of verifying the system has been
activated correctly

Accept

A means of identifying system failure and any
corrective action needed

Accept

242

Activating the Ballot (DRE Systems)
To activate the ballot, all DRE systems shall:

Enable election officials to control the content of
the ballot presented to the voter, whether
presented in printed form or electronic display,
such that each voter is permitted to record votes
only in contests in which that voter is authorized
to vote

Accept

V1, 2, 6,
10

VAT ballot marking
functionality

Allow each eligible voter to cast a ballot

Accept

Prevent a voter from voting on a ballot to which

Accept

m|m
x|
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he or she is not entitled
d. Prevent a voter from casting more than one Accept F,R Blank paper ballot
ballot in the same election required
e. Activate the casting of a ballot in a general Accept F V1,2, 6,
election 10
f. Enable the selection of the ballot that is Accept F, R Appropriate blank
appropriate to the party affiliation declared by paper ballot required
the voter in a primary election
g. Activate all parts of the ballot upon which the Accept F.R Some controls in
voter is entitled to vote addition to the paper
ballot
h. Disable of all parts of the ballot upon which the Accept F.R Some controls in
voter is not entitled to vote addition to the paper
ballot

2.4.3 Casting a Ballot

2431 | Common Standards
To facilitate casting a ballot, all systems shall:

a. Provide test that is at least 3 millimeters high Accept F
and provide the capability to adjust or magnify
the text to an apparent size of 6.3 millimeters

b. Protect the secrecy of the vote such that the Accept F, R
system cannot reveal any information about how
a particular voter voted, except as otherwise
required by individual State law

c. Record the selection and non-selection Accept F,R V1, 2, 6,
(undervote) of individual vote choices for each 10
contest and ballot measure

d. Record the voterds sel {Accept F,.R

whose names do not appear on the ballot, if
permitted under State law, and record as many
write-in votes as the number of candidates the
voter is allowed to select

e. In the event of a failure of the main power Accept F, V5 S
supply external to the voting system, provide the
capability for any voter who is voting at the time
to complete casting a ballot, allow for the
successful shutdown of the voting system
without loss or degradation of the voting and
audit data, and allow voters to resume voting
once the voting system has reverted to back-up

power
f. Provide the capability for voters to continue cast | Accept S, T Telecommunications

ballots in the event of a failure of a is disabled in Unity

telecommunications connection within the 3.2.0.0

polling place or between the polling place and
any other location

2.4.3.2 | paper-based System Standards

2.4.3.2. | All Paper-Based Systems

1 All paper-based systems shall:

a. Allow the voter to easily identify the voting field Accept F, R V1,2,6-
that is associated with each candidate or ballot 10
measure response

b. Allow the voter to mark the ballot to register a Accept F,R V1,2,6-
vote 10

c. Allow either the voter or the appropriate election | Accept F,R V1,2,6-
official is able to place the voted ballot into the 10

ballot counting device (precinct count systems)
or a secure receptacle (central count systems)

d. Protect the secrecy of the vote throughout the Accept F,R V1,2,6-
process 10

2.4.3.2. | Precinct Count Paper-Based Systems

2 In addition to the above requirements, all paper-
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Provide feedback to the voter identifies specific
contests or ballot issues for which an overvote
or undervote is detected

Accept

F, R

Allowthev ot er |, at the vote
new ball ot or submit t |
correction

Accept

Allow an authorized election official to turn off
the capabilities defined in the two prior
provisions.

Accept

2433

DRE Systems Standards

Prohibit the voter from accessing or viewing any
information on the display screen that has not
been authorized by election officials and
preprogrammed into the voting system (i.e., no
potential for display of external information or
linking to other information sources)

Accept

F.S

VAT ballot marking

Enable the voter to easily identify the selection
button or switch, or the active area of the ballot
display that is associated with each candidate or
ballot measure response

Accept

VAT ballot marking

Allow the voter to select his or her preferences
on the ballot in any legal number and
combination

Accept

V1, 2, 6,
10

VAT ballot marking

Indicate that a selection has been made or
canceled

Accept

V1, 2, 6,
10

VAT ballot marking

Indicate to the voter when no selection, or an
insufficient number of selections, has been
made in a contest (e.g. undervotes)

Accept

VAT ballot marking

Prevent the voter from overvoting

Accept

VAT ballot marking

Notify the voter when the selection of candidates
and measures is completed

Accept

V1, 2, 6,
10

VAT ballot marking

Allowing the voter, before the ballot is cast, to
review his or her choices and, if the voter
desires, to delete or change his or her choices
before the ballot is cast

Accept

V1, 2, 6,
10

VAT ballot marking

For electronic image displays, prompt the voter

to confirm the voter's choices before casting his
or her ballot, signifying to the voter that casting
the ballot is irrevocable and directing the voter to
confirm the voterds ini

Accept

V1, 2, 6,
10

VAT ballot marking:
printing is irrevocable
but not casting of the
ballot

Notify the voter after the vote has been stored
successfully that the ballot has been cast

NA

No DRE

Notify the voter that the ballot has not been cast
successfully if it is not stored successfully,
including storage of the ballot image, and
provide clear instruction as to the steps the voter
should take to cast his or her ballot should this
event occur

NA

No DRE

Provides sufficient computational performance
to provide responses back to each voter entry in
no more than three seconds

Accept

VAT ballot marking;
printing exceeds 3
seconds

The votes stored accurately represent the actual
votes cast

Accept

V1, 2, 6,
10

Storage is ballot
printing

Preventing modificati ol

the ballot is cast

Accept

Paper ballot handling
documentation

Provides a capability to retrieve ballot images in
a form readable by humans (in accordance with
the requirements of Section 2.2.2.2 and 2.2.4.2)

NA

No DRE

Incrementing the proper ballot position registers
or counters

Accept

Counts successful
prints, not votes cast
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Protecting the secrecy of the vote throughout
the voting process

Test
Result
Accept

Test
Case
F, R

EAC Certification # ESSUnity3200

Function
Exercised

Comments

Prohibiting access to voted ballots until after the
close of polls

NA

No DRE

Provides the ability for election officials to submit
test ballots for use in verifying the end-to-end
integrity of the system

Accept

F, R

Isolating test ballots such that they are
accounted for accurately in vote counts and are
not reflect in official vote counts for specific
candidates or measures

Post-Voting Functions

Closing the Polling Place (Precinct Count)
These standards for closing the polls are
specific to precinct count systems. The system
shall provide the means for:

Accept

F, R

VAT has a separate
test mode; isolating
ballot is procedural

Preventing the further casting of ballots once the
polls has closed

Accept

VAT doesn't close,
switched to Off

Provides an internal test that verifies that the
prescribed closing procedure has been followed,
and that the device status is normal

Accept

Incorporating a visible indication of system
status

Accept

Producing a diagnostic test record that verifies
the sequence of events, and indicates that the
extraction of voting data has been activated

Accept

Precluding the unauthorized reopening of the
polls once the poll closing has been completed
for that election

Accept

DS200 reopened with
authorization

Consolidating Vote Data

All systems provide a means to consolidate and
report vote data from all polling places, and
optionally from other sources such as absentee
ballots, provisional ballots, and voted ballots
requiring human review (e.g., write-in votes).

Accept

F, R

V1,2,6 -10

#27- Closed

Producing Reports

All systems shall be able to create reports
summarizing the data on multiple levels.

Accept

V1,2,6 -10

#48 - Closed

Common Standards
All systems shall provide capabilities to:

Support of geographic reporting, which requires
the reporting of all results for each contest at the
precinct level and additional jurisdictional levels

Accept

V1,2,6 -10

Produce a printed report of the number of ballots
counted by each tabulator

Accept

V1,2,6 -10

#101 - Closed

Produce a printed report for each tabulator of
the results of each contest that includes the
votes cast for each selection, the count of
undervotes, and the count of overvotes

Accept

V1,2,6 -10

RFI 2007-06

Produce a consolidated printed report of the
results for each contest of all votes cast
(including the count of ballots from other
sources supported by the system as specified
by the vendor) that includes the votes cast for
each selection, the count of undervotes, and the
count of overvotes

Accept

F, R

V1,2,6 -10

RFI 2007-06

Be capable of producing a consolidated printed
report of the combination of overvotes for any
contest that is selected by an authorized official
(e.g.; the number of overvotes in a given contest
combining candidate A and candidate B,
combining candidate A and candidate C, etc.)

Accept

V1,2,6 -10
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Result Case Exercised
f. Produce all system audit information required in | Accept F, R V1,2,6 -10
Section 4.4 in the form of printed reports, or in
electronic memory for printing centrally

g. Prevent data from being altered or destroyed by | Accept F,R V1,2,6 -10 | Telecommunications
report generation, or by the transmission of is disabled in Unity
results over telecommunications lines 3.2.0.0

2.5.3.2 | Precinct Count Systems

In addition, all precinct count voting systems
shall:

a. Prevent the printing of reports and the Accept F, R V1,2,6 -10
unauthorized extraction of data prior to the
official close of the polling place

b. Provide a means to extract information from a Accept F, R V1,2,6 -10
transportable programmable memory device or
data storage medium for vote consolidation

C. Consolidate the data contained in each unit into | Accept F, R V1,2,6 -10
a single report for the polling place when more
than one voting machine or precinct tabulator is

used

d. Prevent data in transportable memory from Accept F, R V1,2,6 -10 | Telecommunications
being altered or destroyed by report generation, is disabled in Unity
or by the transmission of results over 3.2.0.0
telecommunications lines

254 Broadcasting Results

Some voting systems offer the capability to
make unofficial results available to external
organizations such as the news media, political
party officials, and others. Although this
capability is not required, systems that make
unofficial results available shall:

a. Provide only aggregated results, and not data Accept F
from individual ballots

b. Provide no access path from unofficial electronic | Accept F
reports or files to the storage devices for official
data

c. Clearly indicate on each report or file that the Accept F

results it contains are unofficial

Maintenance, Transportation and Storage Test results are

All systems shall be designed and manufactured identified in the cross

to facilitate preventive and corrective referenced sections

maintenance, conforming to the hardware

standards described in Section 3. All vote

casting and tally equipment designated for

storage between elections shall:

a. Function without degradation in capabilities

after transit to and from the place of use, as

demonstrated by meeting the performance

standards described in Section 3

b. Function without degradation in capabilities

after storage between elections, as

demonstrated by meeting the performance

standards described in Section 3.

(See Section 3.2)

Hardware Standards

Performance Requirements

Performance requirements address a broad

range of parameters (see below)

3.21 Accuracy Requirements
Voting system accuracy addresses the accuracy
of data for each of the individual ballot positions
that could be selected by a voter, including the

positions that are not selected. For a voting

RFI 2007-06
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system, accuracy is defined as the ability of the
system to capture, record, store, consolidate
and report the specific selections and absence
of selections, made by the voter for each ballot
position without error. Required accuracy is
defined in terms of an error rate that for testing
purposes represents the maximum number of
errors allowed while processing a specified
volume of data.

a. For all paper-based voting systems: Accept F,R V1, 2, 6-
1) Scanning ballot positions on paper ballots to 10
detect selections for individual candidates and

2) contests Conversion of selections detected on

paper ballots into digital data
b. For all DRE voting systems: NA No DRE
1) Recording the voter selections of candidates
2) and contests into voting data storage

Recording voter selections of candidates and

contests into ballot image storage independently

from voting data storage
c. For precinct-count voting systems (paper-based | Accept F,R V17,9
1) and DRE):

Consolidation of vote selection data from

multiple precinct-based voting machines to

generate jurisdiction-wide vote counts, including

storage and reporting of the consolidated vote

data
d. For central-count voting systems (paper-based Accept F,R V1,2,4,6-
1) and DRE): 10

Consolidation of vote selection data from
multiple counting devices to generate
jurisdiction-wide vote counts, including storage
and reporting of the consolidated vote data

For testing purposes, the acceptable error rate Accept F, V9 #144 Closed
is defined using two parameters: the desired
error rate to be achieved, and the maximum
error rate that should be accepted by the test
process. For each processing function indicated
above, the voting system shall achieve a target
error rate of no more than one in 10,000,000
ballot positions, with a maximum acceptable
error rate in the test process of one in 500,000
ballot positions.

3.2.2 Environmental Requirements

All voting systems shall be designed to
withstand the environmental conditions
contained in the appropriate test procedures of
the Standards/Guidelines. These procedures will
be applied to all devices for casting, scanning
and counting ballots, except those that
constitute COTS devices that have not been
modified in any manner to support their use as
part of a voting system and that have a
documented record of performance under
conditions defined in the Standards/Guidelines.

The Technical Data Package supplied by the Accept E
vendor shall include a statement of all
requirements and restrictions regarding
environmental protection, electrical service,
recommended auxiliary power,
telecommunications service, and any other
facility or resource required for the proper
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installation and operation of the system.

Test
Result

Test
Case

EAC Certification # ESSUnity3200

Function Comments
Exercised

3.221

Shelter Requirements

Precinct count systems are designed for storage
and operation in any enclosed facility ordinarily
used as a warehouse or polling place, with
prominent instructions as to any special storage
requirements

Accept

3.2.2.2

Space Requirements

The arrangement of the voting system does not
impede performance of their duties by polling
place officials, the orderly flow of voters through
the polling place, or the ability for the voter to
vote in private

Accept

3.2.2.3

Furnishings and Fixtures

Any furnishings or fixtures provided as a part of
voting systems, and any components provided
by the vendor that are not a part of the system
but that are used to support its storage,
transportation, or operation, comply with the
design and safety requirements of Subsection
3.4.8.

Accept

F, E

3.2.24

Electrical Supply

Components of voting systems that require an
electrical supply shall meet the following
standards:

Precinct count systems operate with the
electrical supply ordinarily found in polling
places (Nominal 120 Vac/60Hz/1 phase)

Accept

For components of voting systems that require
an electrical supply, central count systems
operate with the electrical supply ordinarily
found in central tabulation facilities or computer
room facilities (120vac/60hz/1, 208vac/60hz/3,
or 240vac/60hz/2);

Accept

All voting machines shall also be capable of
operating for a period of at least 2 hours on
backup power, such that no voting data is lost or
corrupted nor normal operations interrupted.
When backup power is exhausted the voting
machine shall retain the contents of all
memories intact. The backup power capability
is not required to provide lighting of the voting
area.

Accept

RFI 2008-02
RFI 2008-06

3.2.25

Electrical Power Disturbance

Vote scanning and counting equipment for
paper-based systems, and all DRE equipment,
shall be able to withstand, without disruption of
normal operation or loss of data:

RFI 2008-02
RFI 2008-06

Surges of 30% dip @10 ms;

Accept

Surges of 60% dip @100 ms & 1 sec

Accept

Surges of >95% interrupt @5Sec;

Accept

alo|o|s

Surges of + or - 15% line variations of nominal
line voltage

Accept

mimim|m

Electric power increases of 7.5% and reductions
of 12.5% of nominal specified power supply for a
period of up to four hours at each power level.

Accept

m

3.2.2.6

Electrical Fast Transient

Vote scanning and counting equipment for
paper-based systems, and all DRE equipment,
shall be able to withstand, without disruption of
normal operation or loss of data, electrical fast
transients of:

RFI 2008-10
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2 kV AC & DC External Power lines

Test
Result
Accept

Test
Case

EAC Certification # ESSUnity3200

Function Comments
Exercised

b.

+ or - 1 kV all external wires > 3 m no control

Accept

C

+ or - 2 kV all external wires control.

Accept

E
E
E

3.2.2.7

Lighting Surge

Vote scanning and counting equipment for
paper-based systems, and all DRE equipment,
shall be able to withstand, without disruption of
normal operation or loss of data, surges of:

+ or - 2kV AC line to line

Accept

+ or - 2 kV AC line to earth

Accept

+ori 0.5kV DC line to line >10m

Accept

+ori 0.5kV DC line to earth >10m

Accept

+ or - 1 kV /O sig/control >30m

Accept

mim|mm|m

wlelalololp

.2.2.8

Electrostatic Disruption

The vote scanning and counting equipment for
paper-based systems, and all DRE equipment,
is able to withstand +£15 kV air discharge and +8
kV contact discharge without damage or loss of
data. The equipment may reset or have
momentary interruption so long as normal
operation is resumed without human
intervention or loss of data. Loss of data means
votes that have been completed and confirmed
to the voter.

Accept

m

#163 Closed

3.2.2.9

Electromagnetic Radiation

Vote scanning and counting equipment for
paper-based systems, and all DRE equipment,
complies with the Rules and Regulations of the
Federal Communications Commission, Part 15,
Class B requirements for both radiated and
conducted emissions

Accept

#162 Closed

3.2.2.10

Electromagnetic Susceptibility

Vote scanning and counting equipment for
paper-based systems, and all DRE equipment,
is able to withstand an electromagnetic field of
10 V/m modulated by a 1 kHz 80% AM
modulation over the frequency range of 80 MHz
to 1000 MHz, without disruption of normal
operation or loss of data

Accept

3.2.2.11

Conducted RF Immunity

Vote scanning and counting equipment for
paper-based systems, and all DRE equipment,
shall be able to withstand, without disruption of
normal operation or loss of data, conducted RF
energy of:

10V AC & DC power

Accept

10V, 20 sig/control >3m.

Accept

3.2.2.12

Magnetic Fields Immunity

Vote scanning and counting equipment for
paper-based systems, and all DRE equipment,
shall be able to withstand, without disruption of
normal operation or loss of data, AC magnetic
fields of 30 A/m at 60 Hz

Accept

3.2.2.13

Environmental Control i Operating Environment

Equipment used for election management
activities or vote counting (including both
precinct and central count systems) shall be
capable of operation in temperatures ranging
from 50 to 95 degrees Fahrenheit.

Accept

3.2.2.14

Environmental Control i Transit and Storage
Equipment used for vote casting or for counting
votes in a precinct count system, shall meet
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these specific minimum performance standards
that simulate exposure to physical shock and
vibration associated with handling and
transportation by surface and air common
carriers, and to temperature conditions
associated with delivery and storage in an
uncontrolled warehouse environment:

a. High and low storage temperatures ranging from | Accept E
-4 to +140 degrees Fahrenheit, equivalent to
MIL-STD-810D, Methods 501.2 and 502.2,
Procedure |I-Storage;

b. Bench handling equivalent to the procedure of Accept E
MIL-STD-810D, Method 516.3, Procedure VI;
c. Vibration equivalent to the procedure of MIL- Accept E

STD-810D, Method 514.3, Category 1- Basic
Transportation, Common Carrier

d. Uncontrolled humidity equivalent to the Accept E
procedure of MIL-STD-810D, Method 507.2,
Procedure I-Natural Hot-Humid.

3.2.2.15 | Data Network Requirements

Voting systems may use a local or remote data Accept S, T Network functionality
network. If such a network is used, then all is disabled in the
components of the network shall comply with the submitted voting
telecommunications requirements described in system

Section 5 and the Security requirements
described in Section 6.

3.2.3 Election Management System (EMS)
Requirements

The Election Management System (EMS)
requirements address electronic hardware and
software used to conduct the pre-voting
functions defined in Section 2 with regard to
ballot preparation, election programming, ballot
and program installation, readiness testing,
verification at the polling place, and verification
at the central location.

3.23.1 | Recording Requirements

Voting systems shall accurately record all
election management data entered by the user,
including election officials or their designees.

a. Record every entry made by the user; Accept F,R V1-10

b. Add permissible voter selections correctly to the | Accept F,R V1-10
memory components of the device,;

c. Verify the correctness of detection of the user Accept F, R V1-10

selections and the addition of the selections
correctly to memory

d. Add various forms of data entered directly by the | Accept F R, V1-10
election official or designee, such as text, line
art, logos, and images

e. Verify the correctness of detection of data Accept F, R V1-10
entered directly by the user and the addition of
the selections correctly to memory

f. Preserve the integrity of election management Accept E
data stored in memory against corruption by
stray electromagnetic emissions, and internally
generated spurious electrical signals

g. Log corrected data errors by the system. Accept F,R V1, 2, 6-

3.2.3.2 | Memory Stability Accept TDP Attestation from ESS
Memory devices used to retain election
management data shall have demonstrated
error-free data retention for a period of 22

Page 65 of 283 (V)2009-30Jun-001(D)




EAC Certification # ESSUnity3200

VSS Certification Test Requirements: VSS 2002 Test Test Function Comments
Result Case Exercised
months.
3.2.4 Vote Recording Requirements

3.24.1 | Common Standards

All voting systems shall provide voting booths or
enclosures for poll site use. Such booths or
enclosures may be integral to the voting system
or supplied as components of the voting system,

and shall:

a. Be integral to, or make provisions for installation | Accept F
of the voting device;

b. Ensure by its structure stability against Accept F

movement or overturning during entry,
occupancy, and exit by the voter

c. Provide privacy for the voter, and be designed in | Accept F
such a way as to prevent observation of the
ballot by any person other than the voter

d. Be capable of meeting the accessibility Accept F
requirements of Subsection 2.2.7.1

3.2.4.2 | Paper-based Recording Standards

The paper-based recording requirements

govern:

A Ballot cards or sheeil
assemblies of pages containing ballot field
identification data

A Punching devices

A Marking devices

A Fr ames o holdfthe Batlotwhite st is t |
being punched

A Compartments or boot |
selections

A Secure containers fol
ballots

3.2.4.2. | Paper Ballot Standards
1 Paper ballots used by paper-based voting
systems shall meet the following standards:

a. Paper ballots used by paper-based voting Accept F, R V1, 2, 6- No ballot punches
systems shall meet the following standards: 10
Punches or marks that identify the unique ballot
format, in accordance with Section 2.3.1.1.1.c.,
shall be outside the area in which votes are
recorded, so as to minimize the likelihood that
these punches or marks will be mistaken for
vote responses and the likelihood that recorded
votes will obliterate these punches or marks

b. If printed or punched alignment marks are used Accept F, R V1, 2, 6- No ballot punches
to locate the vote response fields on the ballot, 10
these marks shall be outside the area in which
votes are recorded, so as to minimize the
likelihood that these marks will be mistaken for
vote responses and the likelihood that recorded
votes will obliterate these marks

c. The TDP shall specify the required paper stock, | Accept F R, V1, 2,
size, shape, opacity, color, watermarks, field 4, 6-10
layout, orientation, size and style of printing, size
and location of punch or mark fields used for
vote response fields and to identify unique ballot
formats, placement of alignment marks, ink for
printing, and folding and bleed-through
limitations for preparation of ballots that are
compatible with the system.

3.2.4.2. | Punching Devices
2 Punching devices used by voting systems shall:
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Be suitable for the type of ballot card specified;

Test
Result
NA

Test
Case

EAC Certification # ESSUnity3200

Function
Exercised

Comments

Not a punch card
system

Facilitate the clear and accurate recording of
each vote intended by the voter;

NA

Not a punch card
system

Be designed to avoid excessive damage to vote
recorder components

NA

Not a punch card
system

Incorporate features to ensure that chad (debris)
is removed, without damage to other parts of the
ballot card.

NA

Not a punch card
system

3.2.4.2.

Marking Devices

The Technical Data Package shall specify
marking devices (such as pens or pencils) that,
if used to make the prescribed form of mark,
produce readable marked ballots such that the
system meets the performance requirements for
accuracy specified previously. These
specifications shall identify:

Specific characteristics of marking devices that
affect readability of marked ballots

Accept

Performance capabilities with regard to each
characteristic

Accept

For marking devices manufactured by multiple
external sources, a listing of sources and model
numbers that are compatible with the system.

Accept

Frames or Fixtures for Punchcard Ballots
A frame or fixture for punchcard ballot shall:

Hold the ballot card securely in the proper
location and orientation for voting:

NA

Not a punch card
system

When contests not directly printed on the ballot
card or sheet, incorporate an assembly of ballot
label pages that identify offices and issues
corresponding to the proper ballot format for the
polling place where it is used and are aligned
with the voting fields assigned to them

NA

Not a punch card
system

Incorporate a template to preclude perforation of
the card except in the specified voting fields; a
mask to allow punches only in fields designated
by the format of the ballot; and a backing plate
for the capture and removal of chad. The
requirement may be satisfied by equipment of a
different design as long it achieves the same
result as the Standard with regard to:

NA

Not a punch card
system

1)

Positioning the card;

NA

Not a punch card
system

2)

Association of ballot label information with
corresponding punch fields;

NA

Not a punch card
system

3)

Enable only those voting fields that correspond
to the format of the ballot; and

NA

Not a punch card
system

4)

Punching the fields and the positive removal of
chad.

NA

Not a punch card
system

3.2.4.2.

Frames or Fixtures for Printed Ballots
A frame or fixture for printed ballot cards is
optional. If such a device is provided, it shall:

Be of any size and shape consistent with its
intended use;

Accept

Position the card properly;

Accept

Hold the ballot card securely in its proper
location and orientation for voting

Accept

Comply with the design and construction
requirements in Subsection 3.4.

Accept

3.2.4.2.

Ballot Boxes and Ballot Transfer Boxes
Ballot boxes and ballot transfer boxes which
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serve as secure containers for the storage and
transportation of voted ballots, shall:

Test
Result

Test
Case

EAC Certification # ESSUnity3200

Function
Exercised

Comments

Be of any size, shape, and weight
commensurate with their intended use

Accept

Incorporate locks or seals, and specifications in
the system documentation

Accept

F, S

DS200v.1:2.2.1

Provide specific points where ballots are
inserted, with all other points on the box
constructed in a manner that prevents ballot
insertion

Accept

For precinct count systems, contain separate
compartments for segregating unread ballots,
ballots with write-in votes, or irregularities that
may require special handling or processing. In
lieu of compartments, conversion processing
may mark such ballots with an identifying spot or
stripe to facilitate manual segregation

Accept

3.24.3

DRE Systems Recording Requirements

3.24.3.

Activity Indicator

DRE systems shall include an audible or visible
activity indicator providing the status of each
voting device. This indicator shall:

Indicate whether the device has been activated
for voting

Accept

F, R

VAT prompts to insert
a ballot

Indicate whether the device is in use.

Accept

F, R

DRE System Vote Recording

To ensure vote recording accuracy and integrity
while protecting the anonymity of the voter, all
DRE systems shall:

Contain all mechanical, electromechanical, and
electronic components; software; and controls
required to detect and record the activation of
selections made by the voter in the process of
voting and casting a ballot

Accept

F, R

V1, 2, 6,
10

Incorporate redundant memories to detect and
allow correction of errors caused by the failure
of any of the individual memories

NA

No DRE

1)
2)

Provide at least two processes that record the
voterds selections thal
A To the extent possi bl
other

A Designate one
location as the main vote detection,
interpretation, processing and reporting path

proces:|

NA

No DRE

Use a different process to store ballot images,
for which the method of recording may include
any appropriate encoding or data compression
procedure consistent with the regeneration of an
unequivocal record of the ballot as cast by the
voter.

NA

No DRE

Provide a capability to retrieve ballot images in a
form readable by humans.

NA

No DRE

Ensure that all processing and storage protects
the anonymity of the voter.

Accept

Recording Accuracy

DRE systems meet the following requirements
for recording accurately each vote and ballot
cast:'

Detect every selection made by the voter

Accept

F, R

V1, 2, 6,
10

Correctly add permissible selections to the

memory components of the device

Accept

F, R

V1, 2, 6,
10

Temporary memory
prior to VAT printing
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c. Verify the correctness of the detection of the Accept F,R V1,2, 6,
voter selections and the addition of the 10
selections to memory

d. Achieve an error rate not to exceed the Accept F VAT paper ballot
requirement indicated in Section 3.2.1 marking

e. Preserve the integrity of voting data and ballot NA No DRE

images (for DRE machines) stored in memory
for the official vote count and audit trail purposes
against corruption by stray electromagnetic
emissions, and internally generated spurious
electrical signals

f. Maintain a log of corrected data Accept F,R V1, 2, 6,
10

3.24.3. | Recording Reliability

Recording reliability refers to the ability of the Accept F VAT paper ballot
DRE system to record votes accurately at its marking
maximum rated processing volume for a
specified period of time. The DRE system shall
record votes reliably in accordance with the
requirements of Subsection 3.4.3.

3.2.5 Paper-based Conversion Requirements

3.25.1 | Ballot Handling

Ball ot handling consi s | Accept F, R V1, 2, 6,
acceptance, movement through the read station 7,9, 10
and transfer into a collection station or
receptacle.

3.25.1. | Capacity (Central Count)

The capacity to convert the marks on individual Accept F, R V1, 2, 4,
ballots into signals is uniquely important to 8, 10
central count systems. The capacity for a central
count system shall be documented by the
vendor. This documentation shall include
capacity for individual components that impact
the overall capacity.

3.25.1. | Exception Handling (Central Count)

2 This requirement refers to the handling of ballots
when they are unreadable or some condition is
detected requiring that the cards be segregated
from normally processed ballots for human
review. In response to an unreadable ballot or a
write-in vote all central count paper-based
systems shall central count paper-based
systems shall:

a. Qutstack the ballot, or Accept F, R V1, 2, 6-
b. Stop the ballot reader and display a message 10
c. prompting the election official or

designee to remove the ballot, or
Mark the ballot with an identifying mark to
facilitate its later identification.

Additionally, the system shall a capability that Accept F,R V1, 2, 6-
can be activated by an authorized election 10
official to identify ballots containing overvotes,
blank ballots, and ballots containing undervotes
in a designated race. If enabled, these
capabilities shall perform one of the above
actions in response to the indicated condition

3.25.1. | Exception Handling (Precinct Count)

3 This requirement refers to the handling of ballots
for precinct count system when they are
unreadable or when some condition is detected
requiring that the cards be segregated from
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normally processed ballots for human review. All

paper based precinct count systems shall:

a. In response to an unreadable or blank ballot, Accept F,R V1, 2, 6-
return the ballot and provide a 10
message prompting the voter to examine the
ballot

b. In response to a ballot with a write-in vote, Accept F, R

segregate the ballot or mark the ballot with an
identifying mark to facilitate its later identification

c. In response to a ballot with an overvote the Accept F,R
1) system shall:
g) A Provide a capability
4; ballot
5) A Return the ballot
A Provide an indicati ol

examine the ballot

A Allow the thoballetr to c|
A Provide a means for |
official to deactivate this capability entirely and

by contest
d. In response to a ballot with an undervote, the Accept F, R V1, 2, 6-
1) system shall: 10
? A Provide a cap aundeivotet y
43 ballot
5) A Return the ballot
A Provide an indicati ol
examine the ballot
A Allow the voter to s

undervote
A Provide a means for |
official to deactivate this capability

3.2.5.1. | Multiple Feed Prevention

4 Multiple feed refers to the situation arising when
a ballot reader attempts to read more than one
ballot at a time. The requirements govern the
ability of a ballot reader to prevent multiple feed
or to detect and provide an alarm indicating
multiple feed.

a. If multiple feed is detected, the card reader shall | Accept F R
halt in a manner that permits the operator to
remove the unread cards causing the error, and
reinsert them in the card input hopper

b. The frequency of multiple feeds with ballots Accept F
intended for use with the system shall not
exceed 1in 10,000

3.25.2 | Ballot Reading Accuracy

This paper-based system requirement governs
the conversion of the physical ballot into
electronic data. Reading accuracy for ballot
conversion refers to the ability to:

Dz Recogni ze vote punchg¢
absence thereof, for each possible selection on
the ballot

Dz Di scri minate bet ween
and extraneous perforations, smudges, and

folds

Dz Convert the vote pun:
absence thereof, for each possible selection on
the ballot into digital signals

To ensure accuracy, paper-based systems shall:

a. Detect punches or marks that conform to vendor | Accept F, R #144 Closed
specifications with an error rate not exceeding V1,2,4,
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the requirement indicated in Section 3.2.1

Test
Result

Test
Case
6-10

EAC Certification # ESSUnity3200

Function
Exercised

Comments

Ignore, and not record, extraneous perforations,
smudges, and folds;

Accept

F, R

Reject ballots that meet all vendor specifications
at a rate not to exceed 2 percent.

Accept

F. R,
V1,2,4,6-
10

1 incidence @ DS200
& M650 prompted for
maintenance at iBeta

3.2.6

Tabulation Processing Requirements

3.2.6.1

Paper-based Processing Requirements

3.2.6.1.

Processing Accuracy

Processing accuracy refers to the ability of the
system to receive electronic signals produced by
punches for punchcard systems and vote marks
and timing information for marksense systems;
perform logical and numerical operations upon
these data; and reproduce the contents of
memory when required, without error. Specific
requirements are detailed below:

Processing accuracy shall be measured by vote
selection error rate, the ratio of uncorrected vote
selection errors to the total number of ballot
positions that could be recorded across all
ballots when the system is operated at its
nominal or design rate of processing

Accept

There is no pass/fail
criteria in this
requirement Itis a
definition of
processing accuracy

The vote selection error rate shall include data
that denotes ballot style or precinct as well as
data denoting a vote in a specific contest or
ballot proposition

Accept

V1,2,4,6-
10

The vote selection error rate shall include all
errors from any source

Accept

V1,2,4,6-
10

The vote selection error rate shall not exceed
the requirement indicated in Subsection 4.1.1

Accept

#144 - Closed
V1,2,6,7,9,10 -DS200

3.2.6.1.

Paper-based system memory devices, used to
retain control programs and data, shall have
demonstrated error-free data retention for a
period of 22 months under the environmental
conditions for operation and non-operation (i.e.
storage).

Accept

Attestation

3.2.6.2

DRE System Processing Requirements

The DRE voting systems processing
requirements address all mechanical devices,
electromechanical devices, electronic devices,
and software required to process voting data
after the polls are closed.

3.2.6.2.

Processing Speed
DRE voting systems shall meet the following
requirements for processing speed:

Operate at a speed sufficient to respond to any
operator and voter input without perceptible
delay (no more than three seconds)

Accept

VAT ballot marking;
printing exceeds 3
seconds

if the consolidation of polling place data is done
locally, perform this consolidation in a time not
to exceed five minutes for each device in the
polling place

NA

No DRE

3.2.6.2.

Processing Accuracy

Processing accuracy is defined as the ability of
the system to process voting data stored in DRE
voting devices or in removable memory modules
installed in such devices. Processing includes all
operations to consolidate voting data after the
polls have been closed. DRE voting systems
shall:
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a. Produce reports that are completely consistent, Accept F,R V1,2,4,6-
with no discrepancy among reports of voting 10
device data produced at any level
b. Produce consolidated reports containing Accept F,R V1,2,4,6-
absentee, provisional or other voting data that 10

are similarly error-free. Any discrepancy,
regardless of source, is resolvable to a
procedural error, to the failure of a non-memory
device or to an external cause

3.2.6.2. | Memory Stability

DRE system memory devices used to retain NA No DRE
control programs and data shall have
demonstrated error-free data retention for a
period of 22 months. Error-free retention may be
achieved by the use of redundant memory
elements, provided that the capability for conflict
resolution or correction among elements is
included.

3.2.7 Reporting Requirements

3.2.7.1 Removable Storage Memory

All storage media that can be removed from the | Accept TDP Attestation from ESS
voting system and transported to another Review
location for readout and report generation, these
media shall use devices with demonstrated
error-free retention for a period of 22 months
under the environmental conditions for operation
and non-operation contained in Section 3.2.2.
Examples of removable storage media include:
programmable read-only memory (PROM),
random access memory (RAM) with battery
backup, magnetic media or optical media.

3.2.7.2 | Printers
All printers used to produce reports of the vote
count shall be capable of producing:

a. Alphanumeric headers Accept F, R V1,2,4,6-
10
b. Election, office and issue labels Accept F,R V1,2,4,6-
10
C. Alphanumeric entries generated as part of the Accept F, R V1,2,4,6-
audit record. 10
3.2.8 Vote Data Management Requirements

The vote data management requirements for all
systems address capabilities that manage,
process, and report voting data after the data
has been consolidated at the polling place or
other jurisdictional levels. These capabilities
allow the system to:

a. Consolidate voting data from polling place data Accept F, R V1,2,4,6-
memory or transfer devices 10

b. Report polling place summaries; and Accept F,R V1,2,4,6-

10

c. Process absentee ballots, data entered Accept F,R V1,2,4,6-
manually, and administrative ballot definition 10
data.
The requirements address all hardware and Accept F, R V1,2,4,6-
software required to generate output reports in 10
the various formats required by the using
jurisdiction.

3.2.8.1 | Data File Management
All voting systems shall provide the capability to:

a. Integrate voting data files with ballot definition Accept F, R V1,2,4,6-
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files 10
b. Verify file compatibility. Accept F,R V1,2,4,6-
10
c. Edit and update files as required. Accept F, R V1,2,4,6-
10
3.28.2 | Data Report Generation:
a. All voting systems shall include report Accept F,R V1,2,4,6-
generators for producing output reports at the 10

device, polling place and summary level, with
provisions for administrative and judicial
subdivision as required by the using jurisdiction

3.3 Physical Characteristics
3.3.1 Size
There is no numerical limitation on the size of Accept F RFI 2007-05

any voting equipment, but the size of each
voting machine should be compatible with its
intended use and the location at which the
equipment is to be used.

332 Weight

There is no numerical limitation on the weight of | Accept F
any voting equipment, but the weight of each
voting machine should be compatible with its
intended use and the location at which the
equipment is to be used.

3.3.3 Transport and Storage of Precinct Systems
All precinct voting systems shall:

a. Provide a means to safely and easily handle, Accept F No handling issues
transport, and install voting equipment, such as noted by iBeta
wheels or a handle or handles

b. Be capable of using, or be provided with, a Accept F

;g protective enclosure rendering the equipment

capable of withstanding:

Impact, shock and vibration loads associated
with surface and air transportation

Stacking loads associated with storage

3.4 Design, Construction, and Maintenance
Characteristics
3.4.1 Materials Process and Parts

The approach to system design is unrestricted,
and may incorporate any form or variant of
technology capable of meeting the voting
systems requirements and standards. Precinct
count systems shall be designed in accordance
with best commercial practice for
microcomputers, process controllers, and their
peripheral components. Central count voting
systems and equipment used in a central
tabulating environment shall be designed in
accordance with best commercial and industrial
practice. All voting systems shall:

a. Be designed and constructed so that the Accept F R
frequency of equipment malfunctions and
maintenance requirements are reduced to the
lowest level consistent with cost constraints.

b. Include, as part of the accompanying TDP, an Accept F
approved parts list
c. Exclude parts or components not included in the | Accept F

approved parts list.

3.4.2 Durability

All voting systems shall be designed to Accept F, TDP RFI 2008-05
withstand normal use without deterioration and Review Attestation from
without excessive maintenance cost for a period ES&S
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of ten years.
3.4.3 Reliability
The reliability of voting system devices shall be Accept E
measured as Mean Time Between Failure
(MTBF) for the system submitted for testing.
MBTF is defined as the value of the ratio of
operating time to the number of failures which
have occurred in the specified time interval. A
typical system operations scenario consists of
approximately 45 hours of equipment operation,
consisting of 30 hours of equipment set-up and
readiness testing and 15 hours of elections
operations. For the purpose of demonstrating
compliance with this requirement, a failure is
defined as any event which results in either the:
a. Loss of one or more functions

b. Degradation of performance such that the
device is unable to perform its intended function
for longer than 10 seconds

The MTBF demonstrated during certification
testing shall be at least 163 hours.

3.4.4 Maintainability Accept F
Maintainability represents the ease with which
maintenance actions can be performed based
on the design characteristics of equipment and
software and the processes the vendor and
election officials have in place for preventing
failures and for reacting to failures.
Maintainability includes the ability of equipment
and software to self-diagnose problems and
make non-technical election workers aware of a
problem. Maintainability addresses all scheduled
and unscheduled events, which are performed
to:

ADetermine the operational status of the system
or a component;

AAdijust, align, tune, or service components;
ARepair or replace a component having a
specified operating life or replacement interval;
ARepair or replace a component that exhibits an
undesirable predetermined physical condition or
performance degradation;

ARepair or replace a component that has failed;
and

Averify the restoration of a component, or the
system, to operational status.

Maintainability shall be determined based on the
presence of specific physical attributes that aid
system maintenance activities, and the ease
with which system maintenance tasks can be
performed by the ITA. Although a more
quantitative basis for assessing maintainability,
such as the mean to repair the system is
desirable, the qualification of a system is
conducted before it is approved for sale and
thus before a broader base of maintenance
experience can be obtained.

3.4.4.1 | Physical Attributes

The following physical attributes will be
examined to assess reliability:

a. Presence of labels and the identification of test Accept F R
points
b. Provision of built-in test and diagnostic circuitry Accept F
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Result
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Case

EAC Certification # ESSUnity3200

Function Comments
Exercised

Presence of labels and alarms related to failures

Accept

Presence of features that allow non-technicians
to perform routine maintenance tasks (such as
update of the system database)

Accept

3.4.4.2

Additional Attributes
The following additional attributes will be
examined to assess maintainability:

Ease of detecting that equipment has failed by a
non-technician

Accept

Ease of diagnosing problems by a trained
technician

Accept

Low false alarm rates (i.e., indications of
problems that do not exist)

Accept

Ease of access to components for replacement

Accept

Ease with which adjustment and alignment can
be performed

Accept

Ease with which database updates can be
performed by a non-technician

Accept

g.

Adjust, align, tune or service components

Accept

3.45

Availability-

The availability of a voting system is defined as
the probability that the equipment (and
supporting software) needed to perform
designated voting functions will respond to
operational commands and accomplish the
function. The voting system shall meet the
availability standard for each of the following
voting functions:

For all paper-based voting systems:

Accept

Recording voter selections (such as by ballot
marking or punch)

Accept

Scanning the punches or marks on paper ballots
and converting them into digital data

Accept

For all DRE systems, recording and storing
voter ballot selections

Accept

For precinct count systems (paper-based and
DRE), consolidation of vote selection data from
multiple precinct based systems to generate
jurisdiction-wide vote counts, including storage
and reporting of the consolidated vote data

Accept

For central-count systems (paper-based and
DRE), consolidation of vote selection data from
multiple counting devices to generate
jurisdiction-wide vote counts, including storage
and reporting of the consolidated vote data

Accept

System availability is measured as the ratio of
the time during which the system is operational
(up time) to the total time period of operation (up
time plus down time). Inherent availability (Ai) is
the fraction of time a system is functional, based
upon Mean Time Between Failure (MTBF) and
Mean Time To Repair (MTTR), that is: Ai =
(MTBF)/(MTBF + MTTR) MTTR is the average
time required to perform a corrective
maintenance task during periods of system
operation. Corrective maintenance task time is
active repair time, plus the time attributable to
other factors that could lead to logistic or
administrative delays, such as travel notification
of qualified maintenance personnel and travel
time for such personnel to arrive at the

Accept
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appropriate site. Corrective maintenance may
consist of substitution of the complete device or
one of its components, as in the case of precinct
count and some central count systems, or it may
consist of on-site repair.

The voting system shall achieve at least 99
percent availability during normal operation for
the functions indicated above. This standard
encompasses for each function the combination
of all devices and components that support the
function, including their MTTR and MTBF
attributes.

Test
Result

Test
Case

EAC Certification # ESSUnity3200

Function Comments
Exercised

Vendors shall specify the typical system
configuration that is to be used to assess
availability, and any assumptions made with
regard to any parameters that impact the MTTR.
These factors shall include at a minimum:

Accept

Recommended number and locations of spare
devices or components to be kept on hand for
repair purposes during periods of system
operation

Accept

Recommended number and locations of
qualified maintenance personnel who need to be
available to support repair calls during system
operation. Organizational affiliation (i.e.,
jurisdiction, vendor) of qualified maintenance
personnel

Accept

Organizational affiliation (i.e., jurisdiction,
vendor) of qualified maintenance personnel

Accept

3.4.6

Product Marking
All voting systems shall:

Identify all devices with a permanently affixed
nameplate or label containing the name of the
manufacturer or vendor, the name of the device,
its part or model number, its revision letter, its
serial number, and if applicable, its power
requirements

Accept

Display on each device a separate data plate
containing a schedule for and list of operations
required to service or to perform preventive
maintenance

Accept

Display advisory caution and warning
instructions to ensure safe operation of the
equipment and to avoid exposure to hazardous
electrical voltages and moving parts at all
locations where operation or exposure may
occur

Accept

3.4.7

Workmanship
To help ensure proper workmanship, all
manufacturers of voting systems shall:

Adopt and adhere to practices and procedures
to ensure their products are free from damage
or defect that could make them unsatisfactory
for their intended purpose

Accept

Ensure components provided by external
suppliers are free from damage or defect that
could make them unsatisfactory for their
intended purpose.

Accept

3.4.8

Safety
All voting systems shall meet the following
requirements for safety:

RFI 2008-09

All voting system and their components shall be

Accept
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designed to eliminate hazards to personnel or
the equipment itself.

Test
Result

EAC Certification # ESSUnity3200

Function Comments

Exercised

Test
Case

Defects in design and construction that can
result in personal injury or equipment damage
must be detected and corrected before voting
systems and components are placed into
service.

Accept

Equipment design for personnel safety is equal
to or better than the appropriate requirements of
the Occupational Safety and Health Act, Code of
Federal Regulations, as identified in Title 29,
part 1910

Accept

3.4.9

Human Engineering- Controls and Displays
All voting systems and components shall be
designed and constructed so as to simplify and
facilitate the functions required , and to eliminate
the likelihood of erroneous stimuli and
responses on the part of the voter or operator.
All voting systems shall meet the following
requirements for controls and displays:

In all systems, controls used by the voter or
equipment operator shall be conveniently
located, shall use designs consistent with their
functions, and shall be clearly labeled.
Instruction plates are provided, if necessary to
avoid ambiguity or incorrect actuation.

Accept

Information or data displays are large enough to
be readable by voters and operators with no
disabilities and by voters with disabilities
consistent with the requirements defined is
Section 2.2.7 of the Standards.

Accept

Status displays meet the same requirements as
data displays, and they shall also follow
conventional industrial practice with respect to
color:

Accept

Green, blue, or white displays shall be used for
indications of normal status;

Accept

Amber indicators shall be used to indicate
warnings or marginal status; and

Accept

Red indicators shall be used to indicate error
conditions or equipment states that may result in
damage or hazard to personnel; and unless the
equipment is designed to halt under conditions
of incipient damage or hazard, an audible alarm
is also be provided.

Accept

Color coding shall be selected so as to assure
correct perception by voters and operators with
color blindness; and shall not bet used as the
only means of conveying information, indicating
an action, prompting a response, or
distinguishing a visual element (see Appendix C
for suggested references).

Accept

4
4.1.1
4.2

The systembs
blinking text objects, or other elements having a
flash or blink frequency, greater than 2 Hz and
lower than 55 Hz

Software Standards

Software Sources

Source Design and Coding Standards

The software used by voting systems is selected
by the vendor and not prescribed by the
Standards. This sections provides standards for
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voting system software with regard to: The detail of
e Selection of programming languages requirements 4.2.1
Software integrity through 4.2.7 is found
Software modularity and programming; in the test results

Control constructs; provided by SysTest
Naming conventions; Labs and the
Coding conventions; and LogMonitor review
Comment conventions. performed by iBeta
Data and Document Retention
All systems shall:
Maintain the integrity of voting and audit data Accept TDP Attestation from ESS
during an election, and for at least 22 months Review
thereafter, a time sufficient to resolve most
contested elections and support other activities
related to the reconstruction and investigation of
a contested election
b. Protect against the failure of any data input or Accept S, V4 #132 Closed
storage device at a location controlled by the
jurisdiction or its contractors, and against any
attempt at improper data entry or retrieval
4.4 Audit Record Data \
Audit trails are essential to ensure the integrity Accept F,S Document review
of a voting system. Operational requirements for
audit trails are described in Subsection 2.2.5.2
of the Standards. Audit record data are
generated by these procedures. The audit
record data in the following subsections are
essential to the complete recording of election
operations and reporting of the vote tally. This
list of audit records may not reflect the design
constructs of some systems. Therefore, vendors
shall supplement it with information relevant to
the operation of their specific systems.

4.4.1 Pre-election Audit Records
During election definition and ballot preparation, | Accept F.R V1,2,4,6-
the system shall audit the preparation of the 10

baseline ballot formats and modifications to
them, a description of these modifications, and
corresponding dates. The log shall include:

a. The allowable number of selections for an office | Accept F, R
or issue;

b. The combinations of voting patterns permitted or | Accept F, R
required by the jurisdiction

c. The inclusion or exclusion of offices or issues as | Accept F,R
the result of multiple districting within the polling
place

d. Any other characteristics that may be peculiar to | Accept F, R

the jurisdiction, the election, or the polling
place's location

e. Manual data maintained by election personnel Accept F,R

f. Samples of all final ballot formats Accept F, R

9- Ballot preparation edits listings. Accept F,R

4.4.2 System Readiness Audit Records
The following minimum requirements apply to
system readiness audit records:

a. Prior to the start of ballot counting, a system Accept F,R V1,2,4,6-
process shall verify hardware and software 10

status and generate a readiness audit record.
This record shall include the identification of the
software release, the identification of the
election to be processed, and the results of
software and hardware diagnostic tests
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b. In the case of systems used at the polling place, | Accept F,R V9
the record shall include polling place
identification
c. The ballot interpretation logic shall test and Accept F, R V2,7,9

record the correct installation of ballot formats
on voting devices

d. The software shall check and record the status Accept F,R
of all data paths and memory locations to be
used in vote recording to protect against
contamination of voting data

e. Upon the conclusion of the tests, the software Accept F,R
shall provide evidence in the audit record that
the test data have been expunged

f. If required and provided, the ballot reader and Accept F
arithmetic-logic unit shall be evaluated for
accuracy, and the system shall record the
results. It shall allow the processing or simulated
processing of sufficient test ballots to provide a
statistical estimate of processing accuracy

g. For systems that use a public network, provide a | Accept S, T Telecommunications
1 report of test ballots that includes: is disabled in Unity
g; Number of ballots sent 3.2.0.0

When each ballot was sent

4 Machine from which each ballot was sent
specific votes or selections contained in the
ballot
4.43 In-Process Audit Records RFI 2008-07
In-process audit records document system
operations during diagnostic routines and the
casting and tallying of ballots. At a minimum, the
in-process audit records shall contain:
a. Machine generated error and exception Accept V1-10 F,R
messages to demonstrate successful recovery. Code
Examples include, but are not necessarily review
limited to: v.1:4.2.3
e
1) The source and disposition of system interrupts | Accept V1-10. F,
resulting in entry into exception handling R
routines
2) All messages generated by exception handlers Accept V1-10, F,
R
3) The identification code and number of Accept F,R

occurrences for each hardware and software
error or failure

4) Notification of system login or access errors, file | Accept S F, R #138, 139
access errors, and physical violations of security
as they occur, and a summary record of these
events after processing

5) Other exception events such as power failures, Accept S
failure of critical hardware components, data
transmission errors or other types of operating
anomalies

b. Critical system status messages other than Accept F,R,S v.2: 3.3.1
informational messages displayed by the system
during the course of normal operations. These
items include, but are not limited to:

1) Diagnostic and status messages upon startup Accept F,R

2) The fizero total so checl Accept F,R,S v.2: 3.3.1
opening the polling place or counting a precinct
centrally

3) For paper-based systems, the initiation or Accept F, R

termination of card reader and communications
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equipment operation
4) For DRE machines at controlled voting Accept F R VAT ballot printing
locations, the event (and time, if available) of
activating and casting each ballot (i.e., each
voter's transaction as an event). This data can
be compared with the public counter for
reconciliation purposes

c. Non-critical status messages that are generated | Accept F
by the machine's data quality monitor or by
software and hardware condition monitors
d. System generated log of all normal process Accept F,R,S v.2:3.3.1
activity and system events that require operator
intervention, so that each operator access can
be monitored and access sequence can be
constructed

44.4 Vote Tally Data

In addition to the audit requirements described
above, other election-related data is essential
for reporting results to interested parties, the
press, and the voting public, and is vital to
verifying an accurate count. Voting systems
shall meet these reporting requirements by
providing software capable of obtaining data
concerning various aspects of vote counting and
producing printed reports. At a minimum, vote
tally data shall include:

a Number of ballots cast, using each ballot Accept F, R V1,2,4,6- | #34, 35- Closed
configuration, by tabulator, by precinct, and by 10
political subdivision

b. Candidate and measure vote totals for each Accept F, R V1,2,4,6- #35 - Closed
contest, by tabulator 10

C. The number of ballots read within each precinct | Accept F, R V1,2,4,6-
and for additional jurisdictional levels, by 10

configuration, including separate totals for each
party in primary elections

d. Separate accumulation of overvotes and Accept F, R
undervotes for each contest, by tabulator,
precinct and for additional jurisdictional levels
(no overvotes would be indicated for DRE voting
devices)

e. For paper-based systems only, the total number | Accept F,R
of ballots both able to be processed and unable
to be processed; and if there are multiple card
ballots, the total number of cards read

For systems that produce an electronic file Accept F, R V1,2,4,6-
containing vote tally data, the contents of the file 10

shall include the same minimum data cited
above for printed vote tally reports.

Voter Secrecy on DRE Systems

All DRE systems shall ensure vote secrecy by:
a. Immediately after the voter chooses to cast his Accept S Post printing on the
or her ball ot , record | VAT

memory to be used for vote counting and audit
data (including ballot images), and erase the
selections from the display, memory, and all
other storage, including all forms of temporary

storage
b. Immediately after the voter chooses to cancel Accept S Pre-printing on the
his or her ballot, erase the selections from the VAT

display and all other storage, including buffers
and other temporary storage
5 Telecommunications \
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Design, Construction, and Maintenance
Requirement
Design, construction, and maintenance Accept S, T Telecommunications
requirements for telecommunications represent is disabled in Unity
the operational capability of both system 3.2.0.0
hardware and software. These capabilities shall
be considered basic to all data transmissions.

5.2.1 Accuracy
The telecommunications components of all Accept S, T Telecommunications
voting systems shall meet the accuracy is disabled in Unity
requirements of 3.4.1. 3.2.0.0

5.2.2 Durability
The telecommunications components of all Accept S, T Telecommunications
voting systems shall meet the Durability is disabled in Unity
requirements of 3.4.2. 3.2.0.0

5.2.3 Reliability
The telecommunications components of all Accept S, T Telecommunications
voting systems shall meet the Reliability is disabled in Unity
requirements of 3.4.3. 3.2.0.0

5.2.4 Maintainability
The telecommunications components of all Accept S, T Telecommunications
voting systems shall meet the maintainability is disabled in Unity
requirements of 3.4.4. 3.2.0.0

5.2.5 Availability
The telecommunications components of all Accept S, T Telecommunications
voting systems shall meet the availability is disabled in Unity
requirements of 3.4.5. 3.2.0.0

5.2.6 Integrity
For WANS using public telecommunications,
boundary definition and implementation shall
meet the requirements below.

a. Outside service providers and subscribers of Accept S, T Telecommunications
such providers shall not be given direct access is disabled in Unity
or control of any resource inside the boundary. 3.2.0.0

b. Voting system administrators shall not require Accept S, T Telecommunications
any type of control of resources outside this is disabled in Unity
boundary. Typically, an end point of a 3.2.0.0
telecommunications circuit will be a subscriber
termination on a Digital Service Unit/Customer
Service Unit although the specific technology
configuration may vary. Regardless of the
technology used, the boundary point must
ensure that everything on the voting system side
is locally configured and controlled by the
election jurisdiction while everything on the
public network side is controlled by an outside
service provider.

c. The system shall be designed and configured Accept S, T Telecommunications
such that it is not vulnerable to a single point of is disabled in Unity
failure in the connection to the public network 3.2.0.0
which could cause total loss of voting
capabilities at any polling place.

5.2.7 Confirmation
Confirmation occurs when the system notifies
the user of the successful or unsuccessful
completion of the data transmission, where
successful completion is defined as accurate
receipt of the transmitted data. To provide
confirmation, the telecommunications
components of a voting system shall

d. Notify the user of the successful or unsuccessful | Accept S, T No network trans-
completion of the data transmission; and mission; see 2.2.2.1
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d&e
e. In the event of unsuccessful transmission, notify | Accept S, T No network trans-
the user of the action to be taken. mission; see 2.2.2.1
d&e
6 Security Standards \
6.2 Access Controls
6.2.1 Access Control Policy
6.2.1.1 | General Access Control Policy RFI 2008-03
Although the jurisdiction in which the voting Accept S- Doc Testedw/ | #67 -Closed
system is operated is responsible for Review 221

determining the access policies for each
election, the vendor shall provide a description
of recommended policies for:

a. Software access controls; Accept S- Doc Tested w/
Review 2.2.1
b. Hardware access controls; Accept S- Doc Tested w/
Review 2.2.1
c. Communications; Accept S- Doc Tested w/ | Networking is
Review 2.2.1 disabled
d. Effective password management; Accept S- Doc Tested w/ | #59 - Closed
Review 2.2.1
e. Protection abilities of a particular operating Accept S- Doc Tested w/
system, Review 2.2.1
f. General characteristics of supervisory access Accept S- Doc Tested w/
privileges; Review 2.2.1
g. Segregation of duties; and Accept S- Doc Tested w/
Review 2.2.1
h. Any additional relevant characteristics. Accept S- Doc Tested w/

Review 2.2.1

6.2.1.2 | Individual Access Privileges
Voting system vendors shall:

a. Identify each person to whom access is granted, | Accept S- Doc Tested w/ | #60, 68 - Closed
and the specific functions and data to which Review 221
each person holds authorized access

b. Specify whether an i nd]iAccept S- Doc Tested w/ #60, 75 - Closed
limited to a specific time, time interval or phase Review 221
of the voting or counting operations

c. Permit the voter to cast a ballot expeditiously, Accept S- Doc Tested w/
but preclude voter access to all aspects of the Review 221
vote counting processes

6.2.2 Access Control Measures

Vendors shall provide a detailed description of
all system access control measures designed to
permit authorized access to the system and
prevent unauthorized access, such as:

a. Use of data and user authorization Accept S- Doc & | Tested w/ #70 - Closed
Review 2.2.1

b. Program unit ownership and other regional Accept S- Doc

boundaries Review

c. One-end or two-end port protection devices Accept S- Doc
Review

d. Security kernels Accept S- Doc
Review

e. Computer-generated password keys Accept S- Doc & #148 - Closed
Code
Review

f. Special protocols Accept S- Doc #79 - Closed
Review

g. Message encryption and Accept S- Doc & #71, 72, 81, 82, 149
Code Closed
Review
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Test
Case
S- Doc
Review
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Function

Exercised
Tested w/
2.2.1

Comments

Vendors also shall define and provide a detailed
description of the methods used to prevent
unauthorized access to the access control
capabilities of the system itself.

Accept

S- Doc
Review

#84 - Closed

6.3

Physical Security Measures

A voting systembds sens|
corruption of data depends, in part, on the
physical location of equipment and data media,
and on the establishment of secure
telecommunications among various locations.
Most often, the disruption of voting and vote
counting results from a physical violation of one
or more areas of the system thought to be
protected. Therefore, security procedures shall
address physical threats and the corresponding
means to defeat them.

Accept

S- Doc
Review

6.3.1

Polling Place Security

For polling place operations, vendors shall
develop and provide detailed documentation of
measures anticipate and counteract vandalism,
civil disobedience, and similar occurrences. The
measures shall.

Allow the immediate detection of tampering with
vote casting devices and precinct ballot
counters.

Accept

S- Doc
Review

Control physical access to a
telecommunications link if such a link is used

Accept

S- Doc
Review

6.3.2

Central Count Location Security

aooe

Vendors shall develop and document in detailed
measures to be taken in a central counting
environment. These measures shall include
physical and procedural controls related to the
Handling of ballot boxes

Preparing of ballots for counting

Counting operations and

Reporting data

Accept

S- Doc
Review

Software Security

6.4.1

Software and Firmware Installation

The system shall meet the following
requirements for installation of software,
including hardware with embedded firmware.

If software is resident in the system as firmware,
the vendor shall require and state in the system
documentation that every device is to be
retested to validate each ROM prior to the start
of elections operations.

Accept

S- Doc
Review

To prevent alteration of executable code, no
software shall be permanently installed or
resident in the voting system unless the system
documentation states that the jurisdiction must
provide a secure physical and procedural
environment for the storage, handling,
preparation, and transportation of the system
hardware.

Accept

The voting system bootstrap, monitor, and
device-controller software may be resident
permanently as firmware, provided that this
firmware has been shown to be inaccessible to
activation or control by any means other than by

the authorized initiation and execution of the

Accept
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exception handlers.
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Result

Test
Case
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Function
Exercised

Comments

The election-specific programming may be
installed and resident as firmware, provided that
such firmware is installed on a component (such
as a computer chip) other than the component
on which the operating system resides.

Accept

After initiation of election day testing, no
source code or compilers or assemblers
shall be resident or accessible.

Accept

#77 - Closed

6.4.2

Protection Against Malicious Software
Voting systems shall deploy protection against
the many forms of threats to which they may be
exposed such as file and macro viruses, worms,
Trojan horses, and logic bombs

6.5.1

Vendors shall develop and document the

procedures to be followed to ensure that such
rotection is maintained in a current status.
eleco atlo and Data a 0

Access Controls

Accept

Voting systems that use telecommunications to
communicate between system components and
locations are subject to the same security
requirements governing access to any other
system hardware, software, and data function.

Accept

#135 - Closed
Telecommunications
is disabled in Unity
3.2.0.0

6.5.2

Data Integrity

Voting systems that use electrical or optical
transmission of data shall ensure the receipt of
valid vote records is verified at the receiving
station. This should include standard
transmission error detection and correction
methods such as checksums or message digest
hashes. Verification of correct transmission shall
occur at the voting system application level and
ensure that the correct data is recorded on all
relevant components consolidated within the
polling place prior to the voter completing
casting of his or her ballot.

Accept

No transmission
within the polls prior
to voter casting their
ballot

6.5.3

Data Interception Prevention

Voting systems that use telecommunications to
communicate between system

components and locations before the polling
place is officially closed shall:

Implement an encryption standard currently
documented and validated for use by an agency
of the U.S. Federal Government and

Accept

Telecommunications
is disabled in Unity
3.2.0.0

Provide a means to detect the presence of an
intrusive process, such as an Intrusion Detection
System.

Accept

Telecommunications
is disabled in Unity
3.2.0.0

6.5.4

Protection Against External Threats

Voting systems that use public
telecommunications networks shall implement
protections against external threats to which
commercial products used in the system may be
susceptible.

Accept

Telecommunications
is disabled in Unity
3.2.0.0

6.5.4.1

Identification of COTS Products

Voting systems that use public
telecommunications networks shall provide
system documentation that clearly identifies all
COTS hardware and software products and
communications services used in the
development and/or operation of the voting

Accept

Telecommunications
is disabled in Unity
3.2.0.0
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d. system, including
operating systems,
communications routers,
modem drivers and
dial-up networking software.

Such documentation shall identify the name, Accept S, T Telecommunications
vendor, and version used for each is disabled in Unity
such component. 3.2.0.0

6.5.4.2 | Use of Protective Software
Voting systems that use public Accept S, T Telecommunications
telecommunications networks shall use is disabled in Unity
protective software at the receiving-end of alll 3.2.0.0
communications paths to:

a. Detect the presence of a threat in a transmission | Accept S, T Telecommunications
is disabled in Unity
3.2.0.0

b. Remove the threat from infected files/data Accept S, T Telecommunications
is disabled in Unity
3.2.0.0

c. Prevent against storage of the threat anywhere Accept ST Telecommunications
on the receiving device is disabled in Unity

3.2.0.0

d. Provide the capability to confirm that no threats Accept S, T Telecommunications
are stored in system memory and in connected is disabled in Unity
storage media 3.2.0.0

e. Provide data to the system audit log indicating Accept ST Telecommunications
the detection of a threat and the processing is disabled in Unity
performed 3.2.0.0
Vendors shall use multiple forms of protective Accept S, T Telecommunications
software as needed to provide capabilities for is disabled in Unity
the full range of products used by the voting 3.2.0.0
system.

6.5.4.3 | Monitoring and Responding to External Threats
Voting system that use public Accept S, T Telecommunications
telecommunications networks may become is disabled in Unity
vulnerable, by virtue of their system 3.2.0.0
components, to external threats to the accuracy
and integrity of vote recording, vote counting,
and vote consolidation and reporting processes.

Therefore, vendors of such systems shall
document how they plan to monitor and respond
to known threats to which their voting systems
are vulnerable. This documentation shall provide
a detailed description, including scheduling
information, of the procedures the vendor will
use to:

a Monitor threats, such as through the review of Accept S, T Telecommunications
assessments, advisories, and alerts for COTS is disabled in Unity
components issued by the Computer 3.2.0.0
Emergency Response Team (CERT), for which
a current listing can be found at
http://www.cert.org, the National Infrastructure
Protection Center (NIPC), and the Federal
Computer Incident Response Capability
(FedCIRC), for which additional information can
be found at www.uscert.gov

b. Evaluate the threats and, if any, proposed Accept S, T Telecommunications
responses is disabled in Unity

3.2.0.0

c. Develop responsive updates to the system Accept S, T Telecommunications

and/or corrective procedures

is disabled in Unity
3.2.0.0
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d. Submit the proposed response to the test labs Accept S, T Telecommunications
and appropriate states for approval, identifying is disabled in Unity
the exact changes and whether or not they are 3.2.0.0
temporary or permanent

e. After implementation of the proposed response Accept S, T Telecommunications
is approved by the state, assist clients, either is disabled in Unity
directly or through detailed written procedures, 3.2.0.0

how to update their systems and/or to
implement the corrective procedures within the
timeframe established by the state

f. Address threats emerging too late to correct the | Accept S, T Telecommunications

system by: is disabled in Unity
3.2.0.0

1 Providing prompt, emergency notification to the Accept S, T Telecommunications
accredited test labs and the affected states and is disabled in Unity
user jurisdictions 3.2.0.0

2 Assisting client jurisdictions directly or advising Accept S, T Telecommunications
them through detailed written procedures to is disabled in Unity
disable the public telecommunications mode of 3.2.0.0
the system

3 Modifying the system after the election to Accept ST Telecommunications
address the threat, submitting the modified is disabled in Unity
system to an accredited test lab and the EAC or 3.2.0.0

state certification authority for approval, and
assisting client jurisdictions directly or advising
them through detailed written procedures, to
update their systems and/or to implement the
corrective procedures after approval

6.5.5 Shared Operating Environment

Ballot recording and vote counting can be
performed in either a dedicated or non-
dedicated environment. If ballot recording and
vote counting operations are performed in an
environment that is shared with other data
processing functions, both hardware and
software features shall be present to protect the
integrity of vote counting and of vote data.
Systems that use a shared operating
environment shall:

a. Use security procedures and logging records to | Accept S Network disabled in
control access to system functions Unity 3.2.0.0

b. Partition or compartmentalize voting system Accept S Network disabled in
functions from other concurrent functions at Unity 3.2.0.0
least logically, and preferably physically as well

c. Control system access by means of passwords, | Accept S Network disabled in
and restrict account access to necessary Unity 3.2.0.0
functions only

d. Have capabilities in place to control the flow of Accept S Network disabled in
information, precluding data leakage through Unity 3.2.0.0
shared system resources

6.5.6 Access to Incomplete Election Returns and

Interactive Queries

If the voting system provides access to
incomplete election returns and interactive
inquiries before the completion of the official
count, the system shall:

a. Be designed to provide external access to Accept S No access to
incomplete election returns (for equipment that incomplete returns
operates in a central counting environment),
only if that access for these purposes is
authorized by the statutes and regulations of the
using agency. This requirement applies as well
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to polling place equipment that contains a
removable memory module or that may be
removed in its entirety to a central place for the
consolidation of polling place returns
b. Design voting system software and its security Accept S No external access
environment such that data accessible to
interactive queries resides in an external file or
database created and maintained by the
elections software under the restrictions
applying to any other output report:

1 The output file or database has no provision for Accept S No write back
write-access back to the system. provision
2 Persons whose only authorized access is to the | Accept S No external access

file or database are denied write-access, both to
the file or database, and to the system.
Security for Transmission of Official Data

Over Public Communications Networks
6.6.1 General Security Requirements for Systems

Transmitting Data Over Public Networks

All systems that transmit data over public

telecommunications networks shall:

a. Preserve the secrecy of voter ballot selections Accept S, T Telecommunications
and prevent anyone from violating ballot privacy is disabled in Unity
3.2.0.0
b. Employ digital signatures for all communications | Accept ST Telecommunications
between the vote server and other devices that is disabled in Unity
communicate with the server over the network 3.2.0.0
c. Require that at least two authorized election Accept S, T Telecommunications
officials activate any critical operation regarding is disabled in Unity
the processing of ballots transmitted over a 3.2.0.0

public communications network, i.e. the
passwords or cryptographic keys of at least two
employees are required to perform processing
of vote

6.6.2 Voting Process Security for Casting
Individual Ballots over a Public
Telecommunications Network

Systems designed for transmission of Accept S, T Telecommunications
telecommunications over public networks shall is disabled in Unity
meet security standards that address the 3.2.0.0

security risks attendant with the casting of
ballots from polling places controlled by election
officials using voting devices configured and
installed by election officials and/or their vendor
or contractor, and using in-person authentication
of individual voters.

6.6.2.1 | Documentation of Mandatory Security Activities
Vendors of voting systems that cast individual
ballots over a public telecommunications
network shall provide detailed descriptions of:

a. All activities mandatory to ensuring effective Accept S, T Telecommunications
voting system security to be performed in setting is disabled in Unity
up the system for operation, including testing of 3.2.0.0
security before an election

b. All activities that should be prohibited during Accept S, T Telecommunications
voting equipment setup and during the time- is disabled in Unity
frame for voting operations, including both the 3.2.0.0
hours when polls are open and when polls are
closed

6.6.2.2 | Capabilities to Operate During Interruption of
Telecommunications Capabilities
These systems shall provide the following
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Quality Assurance Requirements \
General Requirements

The voting system vendor is responsible for
designing and implementing a quality assurance

program to ensure that the design,
workmanship, and performance requirements of
this standard are achieved in all delivered
systems and components. At a minimum, this
program shall:

Include procedures for specifying, procuring,
inspecting, accepting, and controlling parts and
raw materials of the requisite quality.

Accept

capabilities to provide resistance to interruptions
of telecommunications service that prevent
voting devices at the polling place from
communicating with external components via
telecommunications:

a. Detect the occurrence of a telecommunications Accept S, T Telecommunications
interruption at the polling place and switch to an is disabled in Unity
alternative mode of operation that is not 3.2.0.0
dependent on the connection between polling
place voting devices and external system
components

b. Provide an alternate mode of operation that Accept ST Telecommunications
includes the functionality of a conventional is disabled in Unity
electronic voting system without losing any 3.2.0.0
single vote

c. Create and preserve an audit trail of every vote Accept S, T Telecommunications
cast during the period of interrupted is disabled in Unity
communication and system operation in 3.2.0.0
conventional electronic voting system mode

d. Upon reestablishment of communications, Accept S, T Telecommunications
transmit and process votes accumulated while is disabled in Unity
operating in conventional electronic voting 3.2.0.0
system mode with all security safeguards in
effect

e. Ensure that all safeguards related to voter Accept S, T Telecommunications
identification and authentication are not affected is disabled in Unity
by the procedures employed by the system to 3.2.0.0
counteract potential interruptions of
telecommunications capabilities

records required to document and verify the
guality inspections and tests.

Components from Third Parties

A vendor who does not manufacture all the
components of its voting system, but instead
procures components as standard commercial
items for assembly and integration into a voting
system, shall verify that the supplier vendors

follow documented quality assurance

Accept

b. Require the documentation of the hardware and | Accept F
software development process.

C. Identify and enforce all requirements for: Accept F

c. 1) In-process inspection and testing that the Accept F
manufacturer deems necessary to ensure
proper fabrication and assembly of hardware.

c.2) Installation and operation of software (including Accept F
firmware).

d. Include the plans and procedures for post- Accept F
production environmental screening and
acceptance testing.

e. Include a procedure for maintaining all data and | Accept F

ES&S procurement
QA demonstrated in
#145
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